
 1 

Transforming Travel and Border 
Controls: Checkpoints in the Open 

Society 
I an Hosein 

Visit ing Fellow,  Departm ent  of I nform at ion System s,  The London School of Econom ics and 

Polit ical Science  

Senior  Fellow,  Privacy I nternat ional 

Abstract 
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processing of biom et rics. By looking at  the negot iat ions between the U.S.  and t he European 
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Transforming Travel and Border Controls: 
Checkpoints in the Open Society 

 

1 Introduction 

I n a sense, th is paper follows a t r ip t hat  I  am  current ly  taking. At  the m om ent  of wr it ing 

these very words, I  am  at  som ewhere around 35,000 feet  above t he At lant ic Ocean, en 

route to New York Cit y  from  London,  v ia Montreal.  

I n t raveling through t hree jurisdict ions in seven hours, it  is diff icult  to t ell how m any 

different  laws apply, and how m any inst itut ions have access to m y personal inform at ion.  

We arenÕt  all that  shocked by t his concept ;  after all th is is the very legal confusion that  

globalizat ion was prom ised t o provide.  As it  becom es difficult  to ident ify which regulatory  

regim es are at  p lay at  what  point  of the t r ip, it  also becom es m ore difficult  t o ident ify the 

responsible authorit ies. The greatest  challenge is to t ry t o understand how we got  here in 

such a short  per iod of t im e.   

On t his t r ip, I  am  to go through a num ber of checkpoint s.  First  m y airline records 

addit ional inform at ion about  m e, and is now required to verify all th is inform at ion against  

m y passport .  Oft en the carr iers also look to see if I  have a legit im ate v isa to t ravel to m y 

dest inat ion,  for  fear of f ines being levied against  them .  Som e of this is due to com bat ing 

terrorism , but  there are other factors too:   im m igrat ion cont rol is increasingly on t he public 

agenda. Airlines are facing increased scrut iny t o t ransform  their t radit ional role, conveyors 

of people,  to deput ies of a variet y  of states' im m igrat ion and secur it y policies.   

The next  checkpoint  is in Canada. The Canadian Governm ent  is well-aware t hat  we are on 

our  way, as the carrier has already handed overall the reservat ion inform at ion of those on 

the flight ,  probably before the flight  even left .   Sim ilar ly , t he next  border point  is likely t o 

know of our im pending arrival, as data is also m ade available t o the U.S. Governm ent .   

Decisions are constant ly being m ade as t o m y legit im acy as a t raveler. 
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When we m ove on t o t he next  checkpoint , t he United States im m igrat ion checkpoint  in 

Canada, another novel event  occurs. At  t his U.S. checkpoint , m y com panionÕs fingerprint s 

and facial im age are collected, to be stored for up to 100 years.  My com panion's 

fingerprint s are t hen com pared to exist ing f ingerpr ints on a wanted- list ,  her t ravel records 

will be analyzed w ith previous t ransact ions and visa requirem ents, and t his inform at ion will 

be m ade available t o a m ult it ude of departm ents,  agencies,  and inst itut ions.  

My Br it ish t raveling com panion w ill l ikely encounter a checkpoint  as she leaves the U.S.  

where she'll have to again give her f ingerprint s. And upon return t o the Unit ed Kingdom , 

Her Majest yÕs Custom s and Excise will also have access to the files in the carr ier 's 

database.   

Access t o all this data sounds quit e reasonable.  After all,  t his is the age of the Ônew 

secur it y agendaÕ, in a post - Septem ber 11, -March 11, and ÐJuly 7 world.  We expect  that  

behind every scene, the nat ional secur it y and law enforcem ent  author it ies of a num ber of 

states are busy at  work ascertain ing whether t ravelers pose securit y t hreats, im m igrat ion 

problem s, and other  unrelated t roubles.   

But  these rising checkpoint s represent  recognizable shift s in int ernat ional and nat ional 

policy  env ironm ents. While changes have been int roduced since Septem ber 2001 to deal 

with t error ism ,  increasingly these m easures are not  lim it ed to com bat ing t error.  These 

m easures necessar ily involve the deput izat ion of other non-state actors, notably carr iers.  

The policies also apply  to non- resident s, who t radit ionally  hold fewer rights Ð it  is unlikely  

that  t hese individuals will refuse to consent .  These policies increase the collect ion of 

inform at ion and surveillance of individuals to an unprecedented level. These changes are 

generat ing t rem ors in t he int ernat ional landscape;  creat ing obligat ions upon other count ries 

to am end their  own laws or  otherwise face sanct ions.   

One would im agine t hat  th is vast  collect ion of inform at ion,  t ransform at ion of laws,  

rest ructur ing of an indust ryÕs inform at ion pract ices, and the f ingerpr int ing of t he m asses 

would generate public cont roversy.  Yet  t here is a rem arkable silence surrounding t hese 



 4 

shifts and the legislat ive processes leading t o t hem .  The European Union was forced into 

changing it s privacy laws because of Am er ican ant i- terrorism  laws that  dem anded access to 

passenger data.  Canada significant ly am ended it s own privacy laws in order to gain access 

to passenger data, and is also dem anding it  from  other  jur isdict ions.  The U.S. is com piling 

vast  dossiers on all visitors, including all t en f ingerpr int s and t ravel pat t erns.  Under norm al 

circum stances,  such changes in law  would be quit e cont roversial.    

And so we are left  with th is conflict :   it  appears natural to dem and m ore inform at ion, but  

these dem ands have result ed in significant  shift s in policies at  both the nat ional and 

internat ional levels.  The goal of t his art icle is to peer inside t hese policies t o see how they 

were developed and im plem ented.    Though there was lim it ed public debate and legislat ive 

deliberat ion, we m ust  look at  the debates that  (m ay have)  occurred to understand the 

content ions and cont roversies.  Looking through the policies out lined above, we m ay learn 

som ething about  th is Ônew securit y agendaÕ that  is both able to t ransform  law and reduce 

cont roversy.  By study ing the dynam ics of these lim ited debates,  we m ay ident ify   

dim ensions of m odern policy-m aking, so as to inform  future debate. 

2 On Silent Discourses 

When I  speak at  conferences out side of the U.S. on issues relat ing to ant i- t errorism  policy ,  

the audience oft en wants m e t o focus on t he Unit ed States. First  they want  m e to speak ill 

of it s unilateralism .  I nstead I  rem ind them  that  t he U.S.  has been conduct ing t he war on 

terrorism  in very m ult ilat eral way, work ing t hrough a num ber of int ernat ional inst itut ions,  

for bet t er or  for worse.1 

Audiences also want  m e to speak ill of it s civil l ibert ies record, of t he USA-PATRIOT Act , of 

discrim inat ion, of t ransgressions and so for th. My response is oft en disappoint ing and 

annoying, for those in the audience at  least . First  I  note that  the situat ion in the U.S. w ill 

im prove, that  there have been polit ical and legal victories in areas where t here have been 

civil libert ies infringem ents. Second, t he level of public discourse in t he U.S. is h igh:  there 

are m edia inst it ut ions raising awareness of abuses, independent  inspectors invest igat ing 
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t ransgressions, and non-governm ental organizat ions drawing at t ent ion and appealing for  

recourse. Third I  declare (exaggerat ing m ildly)  t hat  t he USA-PATRIOT Act  is not  the big bad 

law t hat  everyone out side t he U.S. th inks it  is;  in fact , m ost  other  count ries already had 

m any of the powers enshrined into law  before Septem ber 2001. Also,  there are m any other  

m ore highly  problem at ic U.S.  laws that  we should be focusing on.   

I  t hen ask t he audience to raise their  hands if t hey can nam e the law  passed by their  

nat ional legislatures in response to the event s of Septem ber 11,  2001. On average only  a 

quarter  of t he audience raises t heir hands. I  conclude m y talks, usually,  by say ing that  I  do 

not  worry about  the U.S. and U.S. law:  Am erican public policy discourse will resolve m any 

of t hose problem s, at  least  in t he high profile cases. I  worry about  the lack of discourse and 

deliberat ion elsewhere. I  worry that  legislatures are not  held accountable, t hat  there is a 

lack of alt ernat ive voices w it h suff icient  expert ise, and there is a lack of m edia at t ent ion.  I n 

Am erica, t hese inst itut ions and dynam ics w ill solve Am erican problem s whenever they 

apply t o Am er icans, but  who will solve everyone else's?  We hardly not ice the lack of 

discussion, debate, and deliberat ion. 

Yet  we do com plain about  the rush to legislate that  occurred aft er Septem ber 11, and we 

were concerned about  facing a barrage of policy follow ing the subsequent  at tacks such as 

those in Bali,  Madr id, and m ost  recent ly in London. Whether it  was the UK's Ant i-Terrorism  

Crim e and Securit y Act  that  received Royal Assent  in Decem ber 2001, or t he sim ilar ly t im ed 

Ant i-Terrorism  Act  in Canada, we hear repeatedly  from  com m entators of the 'post -

Septem ber 11 rushed legislat ion' . I t  seem s that  we believe that  som e other, slower 

processes would have reduced the r isks of bad policy.  

I  im agine that  our concerns regarding t hese ' rushed' act s m ay be because we fell that  th is  

is inim ical t o our ideas of t he Open Societ y. To t his day one of m y favorit e quotat ions at  the 

start  of a book st ill com es from  Popper's Open Society and its Enemies Volume I,  from  

Pericles:  "Although only a few m ay orig inate policy, we are all able to j udge it . "  I n an Open 

Societ y, social actors yearn for im prov ing society, knowing that  no one has perfect  

know ledge or cont rol of the out com e of decisions -  t hus creat ing a space for furt her actors 
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to join in and part icipate. I t  is taken for granted that  actors are able to cont r ibute, to 

part icipate,  and to subm it  their  ideas for  considerat ion.   

I  am  therefore assum ing that  we are concerned that  t he rush to legislate has reduced our  

ability  to quest ion policy, to furt her  deliberat ion, to im prove our laws.  Yet  even as we have 

m oved on from  the post -Septem ber 11th period, well aft er t he wake of other  calam it ies,  

sim ilar policies cont inue to em erge and the public discourse cont inues t o be relat ively quiet ,  

and the deliberat ion rem ains m inim al. We have broadened our agendas from  a war on 

terrorism  to what  m ay be referred to as a 'new secur it y agenda', incorporat ing other wars 

(e.g. narcot ics)  and agendas ( e.g. im m igrat ion and people- t raffick ing) . New policies are 

being int roduced not  m erely  in t he nam e of com bat ing t error ism .   The stated purposes now 

st ret ch int o disparate dom ains of the provision of m ore effect ive public serv ices, com bat ing 

fraud, m anaging im m igrat ion, am ongst  m any others.  Yet  we cont inue to suffer from  a lack 

of public discourse and careful deliberat ion on im portant  policies em erging under th is 

secur it y  agenda, as we unw it t ingly  challenge the Open Societ y.   

2.1 Identifying the Dynamics of Policy 

Tradit ionally, policies are created through a deliberat ive process,  involv ing policy d iscourse 

where we learn t he im plicat ions and debate t he benefit s of policy  change. We need to 

concent rate our analyses on policy discourse, and t he dynam ics that  ar ise. Policy  

discourses are an ever- changing m osaic, 2 a tapest ry of varying forces and processes that  

are dynam ic, f luid, and loosely j oined,3 involving actors, argum ents and m echanism s.4 To 

study policy, we need t o focus on t he negot iat ion and t ransform at ion of the policy and the 

surrounding inst itut ions.5  

At  the risk of a norm at ive statem ent , deliberat ive discourse m ay lead to bet ter policy ,  

inst itut ions, and t echnology. Using the exam ple of safety m echanism s in nuclear reactors,  

Giandom enico Maj one argued t hat  it s developm ent  in the West  vs. in the Soviet  Union was 

due t o the public discourse that  occurred, due to the deliberat ive processes of dem ocrat ic 

governm ents. 6 Open deliberat ion led to safer nuclear t echnology. Extending this logic, one 
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would hope t hat  deliberat ion on t ravel and border policies would lead to bet t er policy. To 

avoid fur ther norm at ive statem ents, I  leave t he evaluat ion of t he const itut ion of 'bet t er  

policy ' t o others t o discuss, while I  will lim it  m y focus to the dynam ics of policy  form at ion,  

study ing the discourse and the deliberat ion.   

Looking at  contem porary policies, it  is possible to say t hat  the new secur it y agenda has 

t ransform ed the process through which policy is established in a var iet y of ways. Policies 

are increasingly im ported from  other fora, decided out side of t radit ional bodies and 

legislatures, and approved wit h lit t le debate. 7 Many of the policies that  are established 

through these processes are inat t ent ive to pr ivacy, civil libert ies, and other legal right s. We 

altogether ignore som e of these policies because they do not  affect  the cit izenry direct ly.  

And t he regulatory aspects of these policies are oft en ignored because of the coercive 

power of governm ents to im pose sanct ions, or  unwillingness to consider cost s and burdens.  

Lurking w ith in all of t hese are the t echnological dynam ics, the roles and effect s of the 

technologies that  are im plicated by these policies. The t echnological dynam ics are poorly  

at t ended to w ith in what  lit t le discourse and deliberat ion that  ex ist . These internat ional,  

legal, regulatory and t echnological dynam ics are not  necessar ily d ist inct  forces,  but  instead 

they int erm ingle.   We need not  to ident ify  and reify one over  t he other, but  rather we m ay 

approach t he policy  process with the awareness of their  exist ences.   

I f one were t o im agine an ideal policy form at ion process, it  would involve a m ult iplicit y of 

actors, inside and out side of Governm ent  inst it ut ions, negot iat ing and com paring ideas in a 

public discourse, inform ing a deliberat ive process that  is open and considered. The purpose 

of the discourse and deliberat ion is not  necessar ily consensus, nor the generat ion of perfect  

inform at ion and perfect  policy, but  rather  to inform  the policy-m aking process, provid ing 

feedback and allow ing for change in the direct ion of t he policy. I f we are to inform  policy  

discourse and deliberat ion w it hin t he new security  agenda,  we need to at t end t o the 

int ernat ional,  regulatory , legal,  and t echnological dynam ics.  

These dynam ics will be invest igated in the sit uat ions below. First  I  will review the t ransfer  

and use of t ravel inform at ion t o look at  the non-state actors who are im plicated, t he legal 



 8 

challenges and internat ional conflict s, and how the nature of the inform at ion it self affect s 

the other dynam ics. I  will also review the collect ion of inform at ion at  border checkpoint s,   

study ing t he assum pt ions regarding t he t echnologies,  the legal im plicat ions, the pressures 

em erging from  non-state actors,  and the int ernat ional dynam ics behind this pract ice.  

Together these cases w ill be used t o prom ote t he v ir tue of enlivened and enhanced policy  

discourse and deliberat ion by looking at  various policy  dynam ics.  

3 Transformation of Travel  

Even before m y boarding of the plane to t ravel to the Unit ed States,  the U.S. Governm ent  

was aware of m y intent  to t ravel. Even before m y arrival in Canada, t he Canadian 

author it ies knew of m y im pending arr ival. This inform at ion was m ade available t o t hese 

Governm ents by m y airline and will be retained by these Governm ents for  fut ure use.   

The use of personal inform at ion for the purpose of t ravel has grown significant ly in recent  

years. This is in part  due t o t he progress of technology,  but  m uch of it  can be at t r ibuted to 

policies ar ising aft er t he event s of Septem ber 11, 2001. I ncreasingly, detailed passenger 

inform at ion is being sent  t o governm ents by carr iers. Governm ents int end to m ine th is 

inform at ion to bet ter understand v isitors and air passengers to assess the threat  they m ay 

pose as t errorist s,  im m igrat ion v iolators, and crim inals.  

3.1 EU and U.S. 

As I  live in the Unit ed Kingdom , any personal inform at ion received by the U.S. Governm ent  

from  any carr ier that  t ravels from  the European Union (EU)  involves a Ôtrans-border data 

flowÕ. That  is, inform at ion is being t ransm it t ed from  the legal j ur isdict ion of European law  

into the jurisdict ion of U.S.  law;  and t his flow  is the m at ter  of conflict .   

For a num ber of years, there has been a signif icant  conflict  on t he issue of the t ransfer of 

inform at ion about  air line passengers between Europe and the Unit ed States.  And it  is not  

just  a conflict  between t he U.S. Governm ent  and European Union inst itut ions, as it  is oft en 

painted. I t  m ay also be seen as a conflict  of the inst it ut ions on both sides of t he At lant ic,   
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between those who value privacy and the lim its p laced on governm entsÕ int rusions, and 

those who would like to create perm anent  infrast ructures for the regular observat ion of 

individualsÕ t ravel pat t erns. Even this lat t er view is sim plist ic because in t ruth th is is a 

policy debate t hat  im plicates m any m ore actors,  and gives rise to t echnological, regulatory ,  

and legal com plicat ions beyond privacy. 

The origin of t he conflict  is the decision by t he U.S. Governm ent  to rely heavily on an 

inform at ion-based approach t o prevent ing terrorism . This was not  m erely a response to 

Septem ber 11;  under the Clinton Adm inist rat ion the Federal Governm ent  began a pr im it ive 

com puter profiling system  for passengers to m easure their risk.  Aft er Septem ber 11 it  was 

felt  that  th is approach was sound but  a m ore sophist icated system  was required and m oved 

to develop it .   The U.S. Governm ent  also wanted advanced not ice of t hose who were 

com ing to the count ry.  As part  of t his st rategy,  the U.S.  is seeking a sharp increase in the 

am ount  of inform at ion that  air lines m ust  prov ide to U.S.  authorit ies about  their  passengers 

Ð a requirem ent  that  depends on the cooperat ion of other nat ions, including Europe, which 

have st rong pr ivacy laws that  m ust  be reconciled with the U.S.  request .  

The or igin of the passenger inform at ion conflict  is one of t he m any pieces of legislat ion 

passed by the U.S. Congress in the wake of Septem ber 11, t he Aviation and Transportation 

Security Act 2001.  This law inst ituted a requirem ent  that  foreign carriers "shall m ake 

passenger nam e record inform at ion available to the Custom s Service upon request"  (ATSA,  

Sect ion 115(c( 3) ) ) , and prov ided for th is inform at ion to be shared with other agencies 

out side of the Transportat ion Secur it y Adm inist rat ion. The availabilit y of th is inform at ion 

was deem ed necessary for purposes of "ensur ing aviat ion safet y and protect ing nat ional 

secur it y." 8 I t  is im portant  to note that  U.S. carriers are not  required to com ply with this 

dem and;  only  foreign carriers.  

Passenger nam e records, or PNR, are not  defined in detail w ith in t he Act . This inform at ion 

can include vast  am ounts of inform at ion,  however, including: 9  

• I dent if icat ion data:  nam e,  first  nam e,  date of bir th,  t elephone num ber;   
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• Transact ional data:  t he dates of reservat ions, the t ravel agent  where appropr iate,  

the inform at ion displayed on the t icket ,  t he it inerary;   

• Financial data:  credit  card num ber,  expiry  date,  invoicing address et c.;   

• Flight  inform at ion:  flight  num ber,  seat  num ber,  et c.;   

• Ear lier PNR:  m ay include not  only journeys com pleted in the past  but  also religious 

or  ethnic inform at ion ( choice of m eal etc.) , aff iliat ion t o any par t icular  group,  data 

relat ing to t he place of residence or m eans of contact ing an indiv idual ( e-m ail 

address, details of a fr iend, p lace of work et c.) ,  m edical data (any m edical 

assistance required, oxygen, problem s relat ing to sight , hearing or m obilit y or any 

other problem  which m ust  be m ade known to ensure a sat isfactory  f light )  and other  

data linked,  for  exam ple,  with frequent  f lyer  program s.   

The European Com m ission est im ates that  alt hough t here are approxim ately 25 possible 

fields of PNR data, som e of t hese fields include subset s of inform at ion expanding the total 

to approxim ately  60 f ields and sub- fields. 10  

The U.S. Governm ent  does not  state how each type of inform at ion w ill be used.  I n fact ,  

specif icit y is generally avoided.  The Congressional requirem ent  for PNR has been 

interpreted very widely  by the Bush Adm inist rat ion. According to an inter im  rule of June 

2002: 11  

• All carr iers m ust  not  j ust  prov ide U.S. Custom s with PNR data, but  actually give the 

governm ent  d irect  elect ronic access t o the air linesÕ com puter  system s.  Each airline 

was responsible for ensuring that  its autom ated reservat ion system  and/ or  

departure cont rol system  could int er face with the U.S. Custom s Data Center so that  

U.S.  custom s agents could log- in and look t hrough files.   

• This data m ust  be provided for  all flight s,  not  only those dest ined for the U.S. So 

long as a carrier is 'engaged in foreign air t ransportat ion' t o the U.S., U.S. Custom s 

m ay access PNR inform at ion on t he carr ier's database. (U.S. Custom s claim ed that  it  

would not  require PNR for non- US t ravel, but  contends that  Òas a business decision,  
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the air lines opted not  to build filt ers with in t heir reservat ion system s to preclude 

access to t ravel wit h no US nexusÓ.12)   

• Once t ransferred, this data m ay be shared with other federal agencies for the 

purpose of protect ing nat ional secur it y or  as otherwise authorized by law.   

• According t o the regulat ions on t he passenger profiling system ,  th is data could be 

stored by t he U.S.  Governm ent  for up to 50 years. 13  

Failing to com ply w ith the U.S. law could be disast rous. The U.S. authorit ies proposed to 

conduct  'secondary inspect ions' of arr iving passengers in the U.S., im pose f ines for airlines,  

and even the loss of landing right s. 14  

One of t he larger im pedim ent  to the U.S. proposal was the EUÕs legal regim e of data 

protect ion. All m em ber states of t he European Union have laws that  protect  data privacy.  

These data protect ion laws are required in order to com ply w ith a posit ive obligat ion under 

Ar t icle 8 of t he European Convent ion on Hum an Right s 1950. Ar t icle 8 requires the 

protect ion of the private life of t he individual, and any int rusions m ust  be in accordance 

with law and necessary in a dem ocrat ic societ y.  Jurisprudence from  the European Court  of 

Hum an Right s indicates that  Governm ents have an obligat ion to protect  the r ight  to 

privacy, and as such Governm ents have chosen to im plem ent  data protect ion laws.  

Because of the variet y of data protect ion laws am ongst  m em ber states,  the EU in 1995 

established t he Directive 95/46/EC of the European parliament and of the Council on the 

Protection of individuals with regard to the processing of personal data and on the free 

movement of such data15 to establish a standard pract ice for privacy w it hin the int ernal 

m arket .   

Under t he 1995 EU Data Protect ion Direct ive,  EU m em ber states m ust :   

• rest r ict  access t o data collected or held wit hin the t err itory  

• lim it  the purposes for  its use, as data m ay only be used for  the purpose it  is 

collected  

• m inim ize t he period of retent ion  
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• ensure that  indiv iduals have access to t he data t hat  is held on t hem   

• ensure that  indiv iduals have legal recourse  

• ensure that  the data is protected adequately.  

One of the Direct ive's prim ary goals was to ensure "not  only that  personal data should be 

able to f low freely  from  one Mem ber State to another, but  also that  the fundam ental rights 

of indiv iduals should be safeguarded." 16   

This pr incip le of free- f low between states with sim ilar privacy laws prov ides the stum bling 

block t o t he t ransfer of t his inform at ion from  Europe t o the Am erican authorit ies. Art icle 25 

of t he EU Direct ive requires that  if personal inform at ion is going to be sent  to other  

jur isdict ions t hat  are not  covered by EU laws, t hese other j urisdict ions m ust  have adequate 

privacy laws.17  

An adequacy assessm ent  is required to establish an agreem ent  with the U.S. t o allow th is 

t ransfer of data.  According to the EU Direct ive,  

The adequacy of the level of protect ion afforded by a th ird count ry shall be 
assessed in the light  of all the circum stances surrounding a data t ransfer  
operat ion or set  of data t ransfer operat ions;  part icular considerat ion shall be 
given to t he nature of t he data, the purpose and durat ion of t he proposed 
processing operat ion or operat ions, t he count ry of or igin and count ry of f inal 
dest inat ion, the ru les of law, both general and sectoral, in force in t he th ird 
count ry in quest ion and t he professional ru les and secur it y m easures which are 
com plied with in that  count ry. 18   

The conflict  began when the European Com m ission Directorate General for t he I nternal 

Market , the directorate responsible for data protect ion at  t he t im e,19 realized that  t he 

Unit ed States does not  com e close to m atching these requirem ents for "adequacy" , and the 

U.S. Governm ents' dem ands were disproport ionate.  Federal pr ivacy laws in the U.S. fall far  

shor t  of t hese crit er ia, and in any case apply only to 'U.S. persons'. Also, as EU officials are 

aware, the PNR t ransfer is part  of a m uch larger surveillance regim e being established in 

the U.S. Ð a broader regulatory and t echnological fram ework that  includes data m ining and 

passenger profiling20, no- f ly list s, and foreigner regist rat ion program s. There were also 

concerns that  this inform at ion will be retained by the U.S. authorit ies for extensive per iods,  
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in cont ravent ion w ith the EU requirem ents t o delete personal inform at ion as soon as 

possible.   

The European Com m ission I nternal Market  DG was also concerned that  the PNR data w ill be 

used for an expansive set  of purposes Ð not  lim it ed t o nat ional security but  also for Ôother  

cr im esÕ. Finally t here were concerns that  t he PNR data m ay also be sold to private 

com panies.21  The European Com m ission DG Internal Market  felt  that  the U.S. legal regim e 

would cer tainly not  protect  the personal data of EU cit izens adequately, and as a result  th is 

inform at ion m ay not  be t ransferred out  of the EU to the U.S.   

This v iew was confirm ed by the pr ivacy author it ies in Europe.  European Pr ivacy 

Com m issioners, the nat ional regulators responsible for  the enforcem ent  of the data privacy 

laws, weighed in on the debate under the auspices of the European Com m issionÕs ÔArt icle 

29 Working Part yÕ.  This working part y is responsible for cert ifying all t ransfers out side of 

the EU by deciding whether t he protect ions are ÔadequateÕ or not .  Throughout  the 

negot iat ions the Art icle 29 Working Part y released a num ber of assessm ents of the 

proposed t ransfers.  Repeatedly t he Work ing Party argued that  the t ransfer was 

incom pat ib le w ith the EU Direct ive.  I n October 2002 the Working Part y argued that  Òthe 

need for the t ransfer is not  proven and secondly it  does not  seem  acceptable that  a 

unilat eral decision taken by a third count ry for reasons of it s own public interest  should lead 

to t he rout ine and wholesale t ransfer  of data protected under the direct ive.Ó22  The Work ing  

Part y called for Ôa dialogueÕ with the U.S. t o resolve this im passe, provided t hat  the U.S.  

could provide suff icient  guarantees for the protect ion of the data.    

This led to a t ense set  of negot iat ions between the two t rading blocks, w it h a num ber of 

extended deadlines and changes in posit ion.  The European Com m ission DG I nternal Market  

negot iated on behalf of the Europeans, and the U.S. Bureau of Custom s and Border 

Protect ion and the U.S. Transportat ion Secur it y  Adm inist rat ion negot iated on behalf of t he 

U.S.  The Art icle 29 Work ing Part y cont inually weighed in to assess int erim  agreem ents, or  

ÔundertakingsÕ.  I n June 2003 they released another assessm ent  of t he t ransfers and again 

found them  to be problem at ic. 23  Apart  from  technical problem s, the Working Part y also 
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found that  t he t ransfers were disproport ionate, grant ing the U.S. author it ies greater access 

to data than current ly granted t o sim ilar European judicial and policy author it ies, that  

Europeans would lose t heir right  of access t o t heir own data for the purpose of rect ificat ion,  

and that  t he planned use of th is data for profiling raised even greater concerns than 

prev iously  considered.  This last  issue was part icular ly  problem at ic because the uses of t he 

data were not  lim it ed by t he U.S. ÔundertakingÕ:   the U.S. insist ed t hat  the data would be 

used to com bat  t errorism  and other  unspecified Òserious crim inal offencesÓ.   The Work ing 

Part y was also concerned that  access to the fu ll set  of PNR data was excessive, and t hus 

not  proport ionate.  This sit uat ion was exacerbated by the U.S. dem ands in t he 

ÔundertakingÕ to keep th is data for 7-8 years. 

Eventually t he Am ericans fur ther reduced the retent ion per iod to 3.5 years, m inim ized 

access t o less than 40 data elem ents, and no longer required t he 'pull'  system  of gaining 

access to each airline database but  instead could dem and carr iers t o subm it , or ÔpushÕ the 

required inform at ion pr ior to t ravel. Also, the U.S. was com pelled to reduce t he purposes 

for which t his inform at ion could be used. Previously t he U.S. author it ies proposed to use 

this inform at ion t o com bat  cr im e as well as terrorism ;  aft er the negot iat ions t he U.S.  

conceded that  it  would only use th is inform at ion for com bat ing t errorism  and other serious 

cr im es. I n par t icular , the U.S. prom ised t hat  t he data would not  be used for passenger 

profiling unt il a new and separate agreem ent  was reached.24  The result  of the negot iat ions 

is im perfect  as t here rem ain cont inued concerns as t o how this inform at ion will be used,  

and whether sensit ive inform at ion will be excluded, but  t he European Com m ission began to 

feel as t hough it  had pushed for  suff icient  changes.  

Regardless,  pressure cont inued to em erge from  the European Com m issionÕs Art icle 29 

Working Part y.  Follow ing the updated ÔundertakingsÕ from  the U.S.  Governm ent  in January 

2004, the Working Part y released three m ore assessm ents of t he agreem ent  in 2004. 25  

The Working Part y was sat isfied w ith a num ber of t he changes in t he undertakings but  was 

st ill concerned with t he vague statem ent  of purposes, arguing that  in U.S. law Ôserious 

cr im esÕ was too broad.  Also, t hough there was a reduced list  of PNR it em s sought  by t he 
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Am ericans, the Working Part y was concerned that  the list  st ill included Òall of t he 20 

elem ents that  the Working Part y considered as disproport ionate and problem at icÓ in earlier  

assessm ents. 26  The retent ion per iod was st ill t oo long for the Work ing Part y:   though it  

was reduced from  7-8 years t o 3.5 years, t he period was Òconsiderably longer per iod than 

the Ôweeks or  m onthsÕ called for  by t he Work ing Part yÓ ear lier.    

The regulators were not  alone in t heir opposit ion to the Ôundertak ingsÕ.  The European 

Parliam ent  also cont inued to place pressure on the Com m ission, calling for significant  

changes to the agreem ent  t o protect  privacy.  A num ber of declarat ions were issued by 

Parliam entary Com m it tees, a resolut ion rej ect ing the agreem ent , and the Parliam ent  even 

threatened court  act ion against  the Com m ission on grounds of j ur isdict ion.  I ndust ry  

associat ions also weighed in, calling for less expensive solut ions.  The Associat ion of Brit ish 

Travel Agents warned that  it  would cause lengthy check- in procedures.27  The Business 

Travel Coalit ion appealed to the U.S. Congress for Ògreater public policy debate regarding 

the t radeoffs, safeguards and rem edies t hat  such a com prehensive data collect ion program  

should requireÓ.28  The I nternat ional Air Transport  Associat ion likened the situat ion t o a Ôtug 

of warÕ:   ÒThe air line indust ry was always hopeful t hey would reach an agreem ent  because 

we were faced with conflict ing inst ruct ions.Ó29  I ATA went  on to warn that  data collect ion 

could cost  t ens of m illions of dollars.  And the public concern grew in response to news 

coverage of m ass- t ransfers of data to law  enforcem ent  agencies. 30   Som e non-

governm ental organizat ions got  involved, where som e organized protest s and co- ordinated 

com plaint s t o nat ional Data Protect ion author it ies;  som e worked w it h Mem bers of t he 

European Par liam ent ;  and som e briefed t he m edia and wrote report s. 

Despit e this pressure from  its own regulators, Parliam ent , and from  w it hin indust ry, and a 

grow ing am ount  of m edia coverage, t he European Com m ission grew concerned that  it  could 

not  cont inue it s opposit ion to the U.S.  plans. Apart  from  the threatened sanct ions, it  

em erged t hat  the European Com m issionÕs DG Internal Market  received countervailing 

inst ruct ions from  other Directorates,  including the Directorate on Transportat ion and the 

Directorate on Just ice and Hom e Affairs. As the negot iat ions cont inued, it  em erged that  the 
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European Com m ission was also concerned wit h creat ing a policy sim ilar to the U.S. policy  

on access t o PNR. I n fact , t he Com m ission grew reluctant  t o refuse to the U.S. governm ent  

access t o t he data on t hese very grounds. When negot iat ing w ith t he U.S. to lim it  access to 

'sensit ive inform at ion' such as religious fait h ( as ascertained by the dietary choice, e.g.  

Halal or Kosher) , t he head of the DG I nternal Market , Com m issioner Bolkestein, inform ed 

the European Parliam ent  that  the EU m ust  be careful what  it  refused to t he U.S.   

The EU cannot  refuse to it s ally in t he f ight  against  t errorism  an arrangem ent  t hat  
Mem ber States would be free t o m ake t hem selves.31  

Despit e the in it ial 'worr ies'  about  t he inform at ion t hat  would be accessed by t he U.S.,  

however, the established agreem ent  was considered adequate by the European 

Com m ission.  Pressure arose from  EU Mem ber States, and from  other sect ions of t he 

European Com m ission. The final Com m unicat ion from  the Com m ission later stated t hat  the 

agreem ent   

with the US appears t o be a sound basis for tak ing forward work on an EU 
approach (É ) . The list  of data elem ents also seem s broad enough to 
accom m odate law  enforcem ent  needs in the EU. Nothing in the arrangem ents 
agreed w ith the US therefore seem s to prej udice the developm ent  of an 
appropriate EU policy. 32  

The Com m ission argued t hat  it  could not  rest r ict  U.S. access t o inform at ion that  would be 

collected for EU use. Put  another way, the EU could not  say that  t he U.S. had no right  

accessing sensit ive data that  t he EU wished for it self for even m ore expansive purposes 

( see above) . Put  t his way, t he Com m ission was not  only negot iat ing for the protect ion of 

privacy;  it  was also negot iat ing wiggle- room  with in an int ernat ional agreem ent  for the 

establishm ent  of an EU- level policy  on access to PNR.  

The Com m ission also argued that  a 'push' system  would be ideal, where the required data 

would be sent  t o the U.S., and all sensit ive data would be f iltered by t he carr iers. I n early  

Decem ber the Com m ission then stated:   

The Com m ission is also work ing with t he air lines on switching from  pull t o push as 
regards the m eans of t ransferring t he data and on the necessary filt ers. The 
air lines are int erested in a cent ralised or grouped approach, which seem s also to 
the Com m ission to offer advantages in t erm s of cost  and efficiency.33  
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I n m id-Decem ber, t he Vice President  of the Com m ission, who is responsible for Transport ,  

Loyola DePalacio, agreed t hat  a cent ralized approach would save m oney for airlines, but  

would also assist  in "adopt ing a com m unit y policy in the f ield of data processing w it h a view  

to cont rol im m igrat ion" . 34  

Carriers do have natural concerns w it h any such policy because of the cost s of prov iding 

real- t im e t erm inal access to the U.S. Governm ent . I f  the EU begins im plem ent ing sim ilar  

policy  across t he m em ber states, however, t his will also increase the cost s t o carriers and 

the burdens upon reservat ions system s. On this point  the carriers appear to be in 

agreem ent :  a cent ralized solut ion would be cheaper because of the cost s of abid ing by the 

regulat ions. While som e of the carriers m ay obj ect  to t he pract ice altogether, they are not  

in a posit ion to prevent  access to t his inform at ion by U.S. or  European officials.   

The Just ice and Hom e Affairs Com m issioner went  a step furt her .  

As a m at t er of fact , I  can even see t hat  a cent ralized st ructure inside European 
Union will be able t o provide t he necessary guarantees on t he liabilit y aspect s, the 
accuracy of the data on t he secur it y of t ransm it ted data, the t echnological m eans 
and the f ilters that  Vice-President  De Palacio has just  m ent ioned t o you, on the 
superv ision by adequate cont rol m echanism s,  above all t he role of t he giant  
superv isory board and for offering added value to sim ilar init iat ives conducted at  
nat ional levels wit hin the European Union.35  

This led to the carefully  worded final Com m unicat ion from  the Com m ission.  The logic for a 

cent ralized system  was clearly  stated.   

I t  was also m ade clear (É )  that  im plem entat ion of a push system  could not  solve 
the problem  alone. Filt ers would also need t o be installed. These f ilters entail 
significant  costs for the airlines, which m ean that  a legal obligat ion would be 
desirable t o ensure that  all air lines are subj ect  t o the sam e requirem ents. Air lines 
have also indicated a preference for a cent ralised system .36  

The agreem ent  with the U.S. was thus seen as a precursor  to a European policy on access 

to PNR. When the Com m issioner for the I nternal Market  announced to the European 

Parliam ent  the new agreem ent  wit h the U.S. , he was accom panied by the Com m issioners 

for Just ice and Hom e Affairs, Transport , and External Relat ions. At  t his session, t he then-

Com m issioner for  Just ice and Hom e Affairs,  Antonio Vit or ino, com m ented that  the EU is  
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confronted wit h the need to com plem ent  that  agreem ent  wit h the Unit ed States of 
Am erica by t he developm ent  of a European Union policy on t he use of PNR and of 
t raveller's data m ore generally  within the European Union.37  

At  t his very sam e session, the Transport  Com m issioner argued for "adopt ing a com m unit y  

policy  in the f ield of data processing with a view to cont rol im m igrat ion" . I t  was then 

announced t hat  in 2004 a policy would be developed for "our own EU approach to the use 

of t ravelerÕs data for border and av iat ion secur it y and other  law  enforcem ent  proposals."   

The EU policy,  however, would not  be rest rict ed to com bat ing serious crim es and t error ism ,  

but  could be used for any law enforcem ent  purpose, including im m igrat ion. The European 

Com m ission had t hus t ransform ed from  an inst itut ion that  wished to lim it  t he purposes for  

the processing of PNR by governm ent  agencies, into an inst it ut ion that  wished to 

Ôcom plem entÕ the U.S. call for data for com bat ing t errorism  and serious related crim e 

through using t his inform at ion for border secur ity,  im m igrat ion, and other  law  enforcem ent  

purposes.  While the t ransfers cont inue t o be opposed by the European Par liam ent  and 

European Data Protect ion Regulators, these inst itut ions were rendered relat ively powerless 

on the issue of t ravel surveillance once it  becam e an internal policy. 

3.2 Canadian Deliberations 

As m y t ravel is on a Canadian airline, the air line is also subject  to U.S. requirem ents t o 

t ransm it  t he inform at ion to t he Departm ent  of Hom eland Security.  The reservat ion 

inform at ion is t hus being t ransferred by a Canadian com pany to the U.S., g iv ing rise t o 

sim ilar  legal problem s as those that  arose in the EU.  An addit ional com plicat ion is that  

Canada is also a recipient  of th is inform at ion.  Since 2001 Canada has been working on 

establishing a policy on access to PNR by Canadian author it ies.  This sect ion will therefore 

cover t he dom est ic debate on access t o t ravel data. 

The dom est ic policy landscape in Canada differs in significant  ways from  the previous case.   

I n Canada t he policy was not  shaped so m uch by dem ands from  the U.S.  Rather, a 

dom est ic policy process began because of dem ands from  Canadian Governm ent  agencies.   

Fewer non-governm ental organizat ions part icipated in th is process, m ost ly because Canada 
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does not  have an act ive civ il societ y on civil libert ies and hum an r ight s issues to t he sam e 

extent  as in t he U.S. or Europe.  Also, t he Canadian airline indust ry is m uch m ore sim plified 

with far  fewer carr iers.   Like in Europe, Canada has a com prehensive data protect ion 

regim e, and as such, the Privacy Com m issioner played a signif icant  role in the policy  

process.  I n Canada, the legislature played a larger role because of the lack of public 

at t ent ion to the issue,  with m ost  of the debate arising in t he Upper House,  or  the Senate. 

I n its policy deliberat ions, t he Canadian Governm ent  encountered som e orig inal resistance 

to it s own use of PNR, part icular ly on the scope of purposes for it s use. Bill C-17, was 

int roduced in October 2002 to replace another b ill,  C-55, that  had died t he previous m onth.  

C-55 was int roduced t o replace another b ill,  C-42 that  was int roduced in Novem ber 2001 

and had received signif icant  cr it icism ,  forcing the Governm ent  to abandon th is early b ill. 38 

Bill C-17 was to am end twenty- three other p ieces of legislat ion. The key com ponent  of the 

bill was the t reatm ent  of passenger t ravel inform at ion, including the inform at ion regarding 

dom est ic t ravel. The bill proposed to grant  real- t im e access to law enforcem ent  and 

nat ional secur it y agencies t o analyze t he list s and inform at ion on t ravelers, and to hold th is 

data for a period of t im e. The bill em powers the Minist er to require cer tain passenger 

inform at ion from  air carr iers and operators of aviat ion reservat ion system s, for the 

purposes of t ransportat ion secur it y. This inform at ion m ust  be dest royed w it hin seven days,  

notw ithstanding any other Act  of Parliam ent . The Com m issioner of t he Royal Canadian 

Mounted Police (RCMP) , the Director of t he Canadian Security I ntelligence Serv ices (CSIS)  

m ay require cer tain passenger inform at ion to be used and disclosed for  the following 

purposes:  t ransportat ion secur it y, nat ional security invest igat ions relat ing to t error ism ,  

situat ions of im m ediate t hreat  to t he life or safet y of a person, t he enforcem ent  of arrest  

warrant s for offences punishable by f ive years or m ore of im pr isonm ent , and arrest  

warrant s under im m igrat ion law and ext radit ion t reat ies. This inform at ion m ay be com bined 

with other inform at ion held by the RCMP, but  only for the purpose of t ransportat ion security  

only (and not  for  outstanding warrants,  as the Bill's predecessor contained) . CSI S could 

receive and analyze t his inform at ion for the purpose of t ransportat ion securit y, or nat ional 
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secur it y invest igat ions relat ing to t errorism . Finally, t he bill also perm it ted t he t ransfer of 

this inform at ion to other count ries, on t he condit ion that  t he flight  is landing in t hat  

count ry.  

The then-Pr ivacy Com m issioner of Canada protested cont inuously against  these m easures,  

part icularly in t he Par liam entary com m it t ee process. I n part icular, t he Com m issioner 

argued that  " t he police have no business using t his ext raordinary access to personal 

inform at ion to search for  people wanted on warrants for any offences unrelated to 

terrorism ." 39 That  is, t he power t o stop indiv iduals who are wanted on warrant s already 

ex ist s in law . According to t he Com m issioner,   

I f t he police becom e aware, w ithout  this provision, wit hout  anything, that  t here is 
an individual wanted on a warrant , they don' t  need th is provision. They have a 
com m on law and a legislat ive r ight  and dut y as peace off icers to take the 
appropriate m easures to apprehend t he individual, period. So t here's no issue of 
that . I f you drop t his prov ision tom orrow, and that 's what  the governm ent  is 
t rying to obscure, it  will not  create a circum stance where if the RCMP [ Royal 
Canadian Mounted Police]  becom es aware there is m urderer on a plane, they 
can' t  arrest  him . Where there could be a problem  is if it  were not  incidental, if in  
fact  a pract ice were m ade of look ing in CPIC [ t he database that  is a 'grab-bag of 
all in form at ion known to all police forces']  and checking everyone to see if t hey 
were wanted for som ething when the police had no business looking in CPIC 
because t hey should have been looking in t he ant i- t errorism  database, SCI S 
[ Secure crim inal invest igat ion system ,  a m ore specialized database] , for exam ple.  
I f it 's system at ic,  then they could be encountering issues where they are using 
legislat ion m eant  to protect  aviat ion secur it y for purposes of look ing for people 
wanted on warrant s totally  unrelated.40  

I n a lat er t est im ony, t he Com m issioner furt her ar t iculated his concerns about  expanding 

the purposes for  using this inform at ion beyond t error ism .   

As we go about  our norm al law-abiding business in Canada, unless we're carrying 
out  a licensed act ivit y, such as driving, we don' t  have to ident ify ourselves to t he 
author it ies,  but  if the police can check passenger list s t o see who's wanted for an 
offence unrelated to terrorism  on an airp lane, why not  when we take a t rain or a 
bus or rent  a car or check into a hotel? Why, once the pr incip le is accepted,  
should the police not  be able t o pull cars over  and check the ident it y of all the 
passengers and look in t he database to see if  they' re wanted for  anything? I t  
opens a door t hat  should not  and need not  be opened and has nothing to do with 
the stated purposes of ant i- terrorism .41  

Bill C-17 eventually  failed,  in part  due t o parliam entary scheduling.   
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I n February 2004, the Minist er  of Transport  int roduced Bill C- 7, again ent it led 'the Public 

Safet y  Bill' .  According t o it s legislat ive sum m ary, t he provision of inform at ion  

m ust  be for the purposes of t ransportat ion secur it y and m ay pertain to t he 
persons on board or expected to be on board a specific flight  in respect  of which 
there is an im m ediate threat , or t o any part icular person specified by the Minist er.  
Transportation security is broadly  defined.42  

I n this b ill,  t he purposes for access and processing of t his inform at ion had changed m ildly  

since C-17. They are now defined as:   

• for t ransportat ion securit y  purposes;   

• nat ional secur it y invest igat ions relat ing t o t error ism ;   

• situat ions of im m ediate t hreat  to t he life or  safety  of a person;   

• the enforcem ent  of arrest  warrants for offences punishable by f ive years or m ore of 

im prisonm ent  and that  are specified in t he regulat ions;   

• and arrest  warrant s under t he Im m igrat ion and Refugee Protect ion Act  and t he 

Ext radit ion Act . 43  

Disclosure is recorded with care. A record m ust  be kept  of all disclosures, t he inform at ion 

disclosed, the reasons, and t he nam e of t he person or  body to whom  the inform at ion was 

disclosed. I nform at ion m ust  be deleted with in seven days of it s receipt , unless required for  

secur it y  purposes.   

However sensible t he above provisions sound with in the vacuum  of legislat ive language,  

the law enforcem ent  authorit ies had stated clearly their int ent ions to int erpret  these 

provisions w idely. According to a report  from  the Par liam entary Research Branch,   

When w itnesses from  the RCMP and CSIS appeared subsequent ly  before the 
Com m it tee, they stated that  t he int ent  of t he provision was to enable them  to 
receive a cont inuous elect ronic data feed from  the air lines regarding all 
passengers for all flight s where it  was t echnologically possible to do so. Fur ther,  
they stated that  they interpreted t he wording of the provisions to perm it  t hat  and,  
in addit ion,  felt  that  their  int erpretat ion was the only  way t he system  could 
actually  work and m eet  their  needs.44 

Off icials lat er adm it t ed that  t his was the int ent ion when they draft ed the bill,  and no 

am endm ents to th is were m ade.  
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The bill was t o am end exist ing privacy law. Exist ing im m igrat ion law perm it s governm ent  t o 

m ake regulat ions t o gain access to reservat ion system s and reservat ion inform at ion, upon 

request . This inform at ion can only be used for im m igrat ion purposes or to ident ify a person 

for whom  a Canadian arrest  warrant  exist s. I n each case, however, the individuals m ust  be 

given not ice of t he use of the inform at ion. C-7 enables addit ional collect ion, use, retent ion,  

and disclosure of t his inform at ion. This required am endm ents to the Personal I nform at ion 

Protect ion and Elect ronic Docum ents Act  (PIPEDA)  to perm it  the collect ion and use of 

personal inform at ion by air carriers and other organizat ions without  t he knowledge or  

consent  of t he indiv idual, for the purpose of m aking a disclosure for reasons of nat ional 

secur it y, the defense of Canada or the conduct  of int ernat ional affairs, or a disclosure 

required by law .  

The Canadian Bar Associat ion noted that  th is four th version of t he proposed Public Safet y  

Act  "m oves a bit  fur ther along the path to a m ore tailored response" but  that  " t inker ing at  

each stage has not  assuaged our  overall concerns." 45 The CBA quest ioned how the 

int erpretat ions of " t errorism "  or " serious threat "  could shift  wit h the polit ical clim ate, that  

the cross- referencing of passenger inform at ion for  extended law enforcem ent  purposes 

threatens pr ivacy, and that  t he shar ing of passenger inform at ion w it h foreign states is an 

unnecessary int rusion on privacy right s. I n conclusion t he CBA states that   

The CBA is concerned about  t he insid ious invasions of privacy and fundam ental 
right s creeping into Canadian law over t he past  few years. Bill C-7 is but  one such 
m easure. Canadians are now beginning to see the negat ive im pact  on indiv idual 
liber t ies of t he various governm ent  m easures intended t o com bat  t errorism . A fu ll 
and rigorous review of all securit y-  focused legislat ion is needed, to assess its 
cum ulat ive effect  on privacy, indiv idual right s and freedom s, and checks and 
balances on state powers.  

The CBA ended its int ervent ion by urging the Senate to not  pass C- 7.   

I n the t im e between Bill C-17 and t he int roduct ion of C- 7, a new Privacy Com m issioner was 

appointed. The new Com m issioner had som e substant ially evolved, yet  sim ilar concerns t o 

her  predecessor.  Regarding the am endm ents t o PIPEDA, she stated t hat   
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The proposed am endm ent  to PIPEDA, in effect , allows organizat ions to act  as 
agents of the state by collect ing personal inform at ion, w it hout  consent  for  the 
sole purpose of disclosing th is inform at ion to governm ent  and law enforcem ent  
agencies. Under the ex ist ing provisions of PIPEDA, th is inform at ion is collected 
with t he knowledge and consent  of t he indiv idual. This is fair .  The proposed 
am endm ent  that  would allow  collect ion wit hout  consent  is not . 46  

As t o the concerns regarding the sharing of passenger inform at ion w it h the RCMP and 

CSI S, she held sim ilar  concerns to her predecessor regarding funct ion and scope creep.  

These prov isions dangerously b lur t he line between the private sector  and the 
state by enlist ing businesses, not  only in the fight  against  t errorism , but  in 
ident ifying indiv iduals against  whom  there m ay be out standing warrants for a 
wide variet y of offences. This legislat ion establishes a new and t roubling 
precedent . What 's next? Are we going to start  requir ing car rental firm s, couriers 
and t elecom m unicat ion com panies to collect  inform at ion for  the purpose of 
turning it  over  t o law  enforcem ent  agencies? 

She worr ied that  the law was unnecessar ily broad and as a precedent  it  would perm it  

furt her data collect ion and t ransfer, t ransform ing our norm s and pract ices generally. The 

Com m issioner went  on t o say t hat  if the bill dealt  only with ant i- t errorism  and 

t ransportat ion securit y, this would m inim ize her concerns. But  as it  is, it  proposes t o 

m onitor even dom est ic flight s for m atches w ith a list  of outstanding warrant s that  have no 

connect ion to nat ional secur it y. As the Com m issioner notes, despit e all t he rendit ions of 

this bill,  " [ w] e have yet  to hear any com pelling reason why the warrant  prov isions are 

needed and how we w ill be safer as a result  of t hese provisions."   

Many other organizat ions advised the Par liam ent  on the problem s with the bill,  including 

the Canadian Associat ion for Universit y Teachers,  the Coalit ion of Muslim  Organizat ions,  

and the I nternat ional Civil Libert ies Monitoring Group. The m edia at t ent ion, while 

significant , was not  as rem arkable as in other  count ries.  Regardless, the bill was given  

Royal Assent  in May 2004.   

4  Transformation of Border Controls 

When we arr ived at  t he U.S. Custom s and I m m igrat ion checkpoint  in our  t ravels, I  was 

fortunate enough t o be at  the desk when m y com panion was subj ected t o fingerprint ing 

and a photographing.  For the first  t im e in her  life her  f ingerpr ints were taken. The Border 
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secur it y official was m ost  kind as he adm it ted that  he had previously encountered som e 

resistance t o t his m easure.  He told us a story of a pr ior visitor who spoke of how the last  

t im e she was fingerpr inted it  was in Germ any in the lat e 1930s. When m y com panion asked 

why she needed to be fingerprinted, he responded t hat  th is all began in Septem ber 2004.  

I n fact ,  it  did not , but  I  donÕt  believe he was m isleading us.  

Since Septem ber 30 2004, all v isitors t o t he Unit ed States are face- scanned and 

fingerprinted at  the border. These m easures are part  of a vast  int egrated inform at ion 

storage, m atching and profiling system . The legislat ive grounds for t his do reside som ewhat  

in t he USA-PATRIOT Act , but  also in other legislat ion. I n 1996 Congress called on t he 

At t orney General t o develop an autom ated ent ry and exit  m onit or ing system  for foreigners.  

This was expanded significant ly by the USA-PATRIOT Act  in 2001, which suggested the use 

of biom et rics. The Enhanced Border Security and Visa Entry Reform Act of 2002 t ook the 

USA-PATRI OT Act  even furt her and called for  the int egrat ion of t he border m onit or ing 

system  wit h other  databases.   

The U.S. Visitor & Im m igrat ion Status I ndicat ion Technology System  (US- VI SI T)  collect s 

and retains biographic, t ravel, and biom et ric inform at ion on all visitors, except  Canadians 

and Mexicans. The purpose of th is collect ion is t o ident ify people who are believed t o 

potent ially pose a threat  to the secur it y of the U.S., are known or believed to have v iolated 

the term s of their adm ission to t he U.S. , or who are wanted in connect ion with a crim inal 

act  in t he U.S. or  elsewhere. This inform at ion will be shared w ith "other  law  enforcem ent  

agencies at  t he federal, state, local, foreign,  or t r ibal level"  who "need access to t he 

inform at ion in order  t o carry  out  their  law enforcem ent  dut ies. " 47  

Personal inform at ion collected by US- VI SI T will be retained for 75 to 100 years.  I n a 

m eet ing wit h Departm ent  of Hom eland Secur ity officials when the program  first  began,  

they stated t hat  th is retent ion period was necessary for im m igrat ion purposes as there m ay 

be legit im ate long t erm  needs to verify  cit izenship status;  but  as for VI SI T specifically,  t hey 

said that  t im e lim its m ay be short er but  the policy had not  yet  been decided.48 One m onth 

earlier, however, the Departm ent  of Hom eland Secur it y filed not ices in the Federal Register  
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stat ing that  arrival and departure data would be kept  for 100 years49 while b iom et ric and  

biographic data would be kept  for  75 years. 50  Tour ist  inform at ion is t o be kept  alongside 

data collected from  nat ionals of count r ies that  t hreaten t o wage war,  or are or  were at  war 

with t he Unit ed States. 51  

This system  is to be used for a plethora of purposes. These include nat ional secur it y, law  

enforcem ent , im m igrat ion cont rol, and "other  m ission- related funct ions and to provide 

associated m anagem ent  report ing,  planning and analysis."  I t  will assist  in:   

ident ifying, invest igat ing, apprehending, and/ or rem oving aliens unlaw fully  
enter ing or present  in the Unit ed States;  prevent ing the ent ry of inadm issible 
aliens into the United States;  facilitat ing the legal ent ry of individuals into the 
Unit ed States;  recording the departure of indiv iduals leaving the Unit ed States;  
m aintaining im m igrat ion cont rol;  prevent ing aliens from  obtaining benefit s to 
which they are not  ent it led;  analyzing inform at ion gathered for the purpose of 
this and other DHS program s;  or ident ify ing,  invest igat ing, apprehending and 
prosecut ing, or  im posing sanct ions, f ines or civil penalt ies against  indiv iduals or  
ent it ies who are in violat ion of t he Im m igrat ion and Nat ionalit y Act  ( INA) , or other 
governing orders, t reat ies or regulat ions and assist ing other Federal agencies t o 
protect  nat ional secur it y  and carry  out  other  Federal m issions.52 

This inform at ion will then be shared w it h other governm ent  departm ents and used in other  

program s of surveillance.  This includes:   

• " to the appropriate agency/ organizat ion/ task force, regardless of whether it  is 

Federal, State,  local, foreign, or t r ibal, charged with the enforcem ent  (e.g.,  

invest igat ion and prosecut ion)  of a law (cr im inal or civil) ,  regulat ion, or t reat y, of 

any record contained in this system  of records which indicates eit her  on its face, or 

in conj unct ion with other inform at ion, a v iolat ion or potent ial violat ion of t hat  law ,  

regulat ion,  or t reaty ,"   

• " to other Federal, State, t r ibal, and local governm ent  law enforcem ent  and 

regulatory agencies and foreign governm ents,  and individuals and organizat ions"   

• dur ing the course of an invest igat ion or the processing of a m at t er, or during a 

proceeding with in t he purview of t he im m igrat ion and nat ionality laws, to elicit  

inform at ion required by DHS to carry out  it s funct ions and statutory m andates  
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• " in response to it s request , in connect ion w ith the hir ing or retent ion by such an 

agency of an em ployee, the issuance of a secur it y clearance, t he report ing of an 

invest igat ion of such an em ployee, the let t ing a cont ract , or the issuance of a 

license, grant , loan, or other benefit  by t he request ing agency, to t he extent  that  

the inform at ion is relevant  and necessary to the request ing agencyÕs decision in the 

m at t er."   

• " to assist  such agencies in collect ing the repaym ent  or  recovery of loans, benefit s,  

grants,  f ines, bonds, civil penalt ies, judgm ents or  other  debt s owed to them  or to 

the Unit ed States Governm ent , and/ or to obtain inform at ion that  m ay assist  DHS in 

collect ing debt s owed to t he Unit ed States governm ent ."   

am ongst  m any other recip ient s. 53  

The U.S. Governm ent  has already m ade Visa inform at ion available to law  enforcem ent  

officials across the count ry, including photographs of 20 m illion visa applicant s. This 

'sensit ive' inform at ion w ill be shared w ith 100,000 invest igators across the count ry who will 

have access t o seven terabytes of data on foreigners. 54  

Som e m ay argued that  the increased surveillance at  borders poses signif icant  challenges to 

civil libert ies, t o race relat ions and to t he funct ioning of a free and open societ y. What  is 

m ost  alarm ing about  the t echnologies and policies is how lit t le d iscussion t here has been.  

The lit t le at t ent ion that  these policies have received was either generated by groups and 

com m entators object ing to the discr im inatory  aspects of the policies, or the Governm ent  

Accountabilit y Off ice (GAO) 55 calling for addit ional scrut iny. The concerns of t he form er 

group appear t o have been heeded, while m uch m ore at t ent ion is needed to m eet  the 

concerns for  t he lat t er.   

4.1 Efforts to Ensure Accountability and Privacy 

Som e system s garner public at t ent ion, others donÕt .  US-VISIT never really captured t he 

publicÕs at t ent ion in the way that  others have.  We have already seen the polit ical failure of 

the Com puter Assist ed Passenger Pre- Screening System  (CAPPS I I )  due t o privacy and 
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technological challenges. Sim ilarly, the Total I nform at ion Awareness program  lost  it s 

funding when audits and legal assessm ents found that  the m oney is best  spent  elsewhere 

because of fears regarding Governm ental abuse of power. 56 Both t hese system s received 

great  public scrut iny, however, and in turn to signif icant  Congressional scrut iny, and in turn 

to audits and further  deliberat ion.  

Another parallel system  is the Student  and Exchange Visa I nform at ion Service (SEVI S) ,  

which com pels schools across the count ry t o subm it  inform at ion on foreign students (of 

which there are over 500,000) . Like US-VI SI T, th is system  is also based on a law  from   

1996 but  was later am ended by the USA PATRI OT Act .  The purpose of SEVIS was to keep 

t rack of addresses of student s,  their enrolm ent  status, whether they have a reduced course 

load, and m onit or ing 'opt ional pract ical t rain ing',57 on an I nternet -based system .58 Despit e 

assurances that  SEVIS was not  com plex, expensive or  burdensom e and that  it  would 

provide accurate, unam biguous and current  inform at ion, the opposit e has result ed. I n one 

situat ion, 1450 student  files were stolen by m alicious hackers from  the Universit y of 

Kansas.59 The Im m igrat ion and Naturalizat ion Service ( INS)  also had to extend t he deadline 

for im plem ent ing the system  due to com plaints from  schools t hat  the system  was t oo 

cum bersom e and was neither responding proper ly, 60 nor designed adequately. 61 There have 

been addit ional com plaints regarding data integrity  and data security . 62 Others have 

com plained of unfair  processes and students being wrongly thrown out  of the count ry. 63  

Sim ilar ly,  the visa regim e in t he U.S. has t ransform ed in recent  years with the inclusion of 

biom et r ics and t ighter  int erv iew requirem ents,  and t his has given r ise to concern as well.  

According to one report 64 these new visa processes, are said t o be causing delays in  

grant ing visas, and have cost  U.S. firm s at  least  30 billion dollars since July 2002.  

According to som e cr it ics these burdens to enter ing borders are hur t ing t he econom y.65  

What  is rem arkable is that  CAPPS I I ,  TIA, SEVIS and the new visa regim e generated quit e a 

public discourse, while US-VISIT has not , in the U.S. at  least . Universit ies have been vocal 

in their object ions to SEVI S because of the regulatory im plicat ions;  indust ry and academ ic 

organizat ions have been vocal on v isa cost s and hurdles.  Civil libert ies organizat ions and 
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the m edia were vocal on CAPPS I I  and TIA. US-VI SI T has not  elicit ed the sam e react ion,  

discourse, and deliberat ion. Rather,  m uch of t he oversight  has been provided by the U.S.  

Governm ent  as a m at t er of course. The Governm ent  Accountabilit y Off ice has overseen 

m any of these governm ent  proj ect s to assess its cost s, com plexity, and progress. I t s 

report s are often crit ical to t he success or  failure of a program ,  as the report s inform  and 

shape congressional out com es.   

The GAO assessed US-VISIT in March 2004 and declared t hat  it  is " inherent ly  r isky because 

it  is to per form  a cr it ical, m ult ifaceted m ission,  its scope is large and com plex, it  m ust  m eet  

a dem anding im plem entat ion schedule, and it s potent ial cost  is enorm ous." 66 Point ing to 

other data collect ion and m ining init iat ives, the GAO warned t hat  t he proj ect  is ' increasingly  

risky' .   

The proj ect  is also quit e cost ly,  par t icular ly as it  grows larger and m ore com plex.  The U.S.  

Governm ent  has com m issioned a $15 billion cont ract  t o fu lly develop US- VI SI T into a 

system  that  creates detailed dossiers on all visitors t o the U.S. (even though DHS had 

orig inally budgeted $7.2 billion) 67.  The proj ect  began w ith the collect ion of two 

fingerprint s, and already it  has been expanded to collect  all t en f ingerpr int s. 68 The system  

is likely to include addit ional biom et rics in the future;  according t o the cont ract  w inner,  

Accenture:  "Part  of our approach is t o cont inually assess t echnology innovat ions. For a 10-

year cont ract  that 's a generat ion or two of t echnology, and biom et rics is a very hot  area." 69  

The Departm ent  of Hom eland Security (DHS)  has always contended t hat  VISI T actually  

protect s t he privacy of foreigners, accordance with it s privacy policy, in its privacy im pact  

assessm ent . When VISIT first  began, there were no right s of redress for individuals who 

faced any sor t  of adverse consequences, however. 70 Follow ing a review by t he GAO (and 

som e outcry by legal and civil r ight s advocates)  t here is now a lim it ed appeal process,  

including a hum an review of t he fingerprint  m atching process, and provision for som e 

correct ion of faulty  inform at ion.  
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A fur ther assessm ent  by the GAO occurred in February 200571. The GAO found t hat  a 

secur it y risk assessm ent  has not  yet  taken place, and t hat  the privacy im pact  assessm ent  

was lack ing. The problem s arose part icularly because US-VISI T is m ade up of var ious pre-

ex ist ing system s, operated different ly by different  DHS organizat ional com ponents. 72 The 

GAO found conflict ing protect ions under the Privacy Act  for  inform at ion that  cam e from  

differ ing sources, arising from  the fact  t hat  VISIT is an am algam at ion of a num ber of 

dif ferent  data sources. The GAO found that  while access to t ravel inform at ion was lim it ed to 

author ized users, the data stores for fingerprint s and face-scans "do not  consider privacy at  

all" 73. This was considered to be sym ptom at ic of t he general problem s with US-VISIT,  

including rising cost s and t he lack of reliable cost  est im ates, m anagem ent  problem s, and 

capacit y issues. The GAO even concluded t hat  t he DHS should reassess plans for deploy ing 

an exit - capability.   

Sim ilar ly, the norm al scrut iny of t echnological decisions that  applies in m any of the above-

m ent ioned count ries when a dom est ic proj ect  is im plem ented has yet  to ar ise. The 

inev itable problem  facing large biom et ric system s is that  biom et ric print s are oft en unstable 

and fallib le. Som e people cannot  for physiological reasons be enrolled in a b iom et rics 

system . The physical character ist ics and circum stances of num erous people m eans t he 

biom et r ic w ill change over t im e. This m eans t here m ust  be a m argin of error in biom et r ic 

regist rat ion and ver ificat ion.  And as the system  grows in size, so m ust  the m argin. There 

are t hree dist inct  problem s t hat  can result  from  deploym ent  of a large biom etr ic system .  

The first  is descr ibed as the Failure To Enrol Rate (FTER) . This occurs when a personÕs 

biom et r ic is either unrecognizable, or when it  is not  of a suff icient ly high standard for the 

m achine t o m ake a judgm ent . The second crucial indicator is t he False Non-Match Rate 

(FNMR)  that  occurs when a subsequent  reading does not  properly m atch the properly  

enrolled biom et r ic relat ing to that  indiv idual. The t hird problem  is where there are so m any 

biom et r ic ident it ies in a system  Ð or  where t he m argins are set  so t ight ly  Ð that  people are 

falsely ident if ied as som eone else.  This is known as a False Match.   
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Another GAO report  m akes the point  t hat  t he FNMR for fingerprint ing can be ext rem ely 

high Ð up t o 36 percent . 74 With 300 m illion visitors to the U.S. every year, the potent ial for  

m ass error  increases.  Yet  there has been lit t le at t ent ion to these issues.   

4.2 Efforts to Reduce Discrimination 

A great  deal of at t ent ion has been raised regarding any chance of the U.S. Governm ent  

dev ising a policy that  m ay be const rued as discrim inatory . VI SI T was developed aft er  

prev ious program s were abandoned, for the m ost  part  due to claim s of discr im inat ion. Aft er  

Septem ber 11 t he U.S. began a num ber of program s that  involved the ' regist rat ion' of 

Muslim  and Arab im m igrant s, and others deem ed to be of int erest .  Aft er t he t errorist  

at tacks,  the I m m igrat ion Services ident if ied 7602 individuals who shared sim ilar  

'characterist ics' t o the 19 hij ackers, and aim ed to int erview them . These interviews were 

said t o be 'voluntary',  t hough few believed t his to be t rue.75 Law enforcem ent  officials 

int erv iewed 3,000 Muslim  and Arab im m igrant s in the U.S. Even at  this t im e, however, t he 

governm ent  list  of indiv iduals it  in t ended t o quest ion contained m any duplicate nam es and 

data ent ry errors. The pract ice was considered to have an adverse effect  on relat ionships 

with these com m unit ies, and generated som e negat ive m edia coverage;  yet  the response 

of the U.S.  Governm ent  was to em phasize the usefulness of t his proj ect . 76  

Next  cam e the 'Special Regist rat ion Procedures for Certain Non- im m igrant s'.  This involved 

the forced regist rat ion, interview ing and fingerprint ing of individuals. The program  

orig inally focused on nat ionals of I ran, I raq, Libya, Sudan and Syria,  but  also "any other  

non- im m igrant  ident if ied by INS off icers at  airport s, seaport s and land port s of ent ry" ,  

based on crit er ia designated by the Secretary of Hom eland Securit y. 77 The program  was 

later extended t o include indiv iduals from  Afghanistan, Algeria, Bahrain, Bangladesh, Egypt ,  

Er it rea, I ndonesia, I ran, I raq, Jordan, Kuwait , Lebanon, Libya, Morocco, North Korea,  

Om an, Pakistan, Qatar, Saudi Arabia, Som alia, Sudan, Syr ia, Tunisia, United Arab Em irates 

and Yem en.   
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Of the 82,000 m en who were registered, m ore than 13,000 were found to be liv ing in the 

U.S. illegally, and were t o be deported.78 The program  was later shut  down in Novem ber  

2003,  one m onth before US- VI SI T went  live. 79  

Another system  was the Nat ional Secur it y Ent ry-Exit  Regist rat ion System , target ing 

individuals specif ically at  the border. I ronically , regist rat ion was just if ied on the grounds 

that  t he European authorit ies have registered visit ors for som e years. According to a 

statem ent  from  the then- At t orney General John Ashcroft ,   

Our European allies have had sim ilar regist rat ion system s in place for decades 
and know the value of ensuring t hat  foreign visitors are doing what  t hey said they 
would do and living where they said they would live. The NSEERS system  takes 
the European m odel and com bines it  w ith a m odern int ranet  system  so t hat  files 
m ay be updated in real t im e at  any INS office in the count ry . 80  

Under NSEERS, these individuals would be 'f ingerpr inted and processed'. Unlike the other  

system s and policies, it  was not  lim ited t o ' t errorist  nat ions' , however.  According to t he 

At t orney General,  

So far, [ Im m igrat ion and Naturalizat ion Services]  has fingerprinted and registered 
individuals from  112 different  count r ies. From  the Balt ic to the Balkans and from  
the Cape of Good Hope t o the Rock of Gibraltar , visitors who m ay present  
elevated nat ional secur it y concerns will be included. No count ry is exem pt . I n t he 
war against  terrorism , we cannot  afford to have tunnel vision.81  

The general response to th is pract ice was negat ive. Aft er considerable pressure from  

foreign governm ents82 and civ il l iber t ies advocates, the program  was claim ed to be shut  

down.  

I n Apr il 2003 NSEERS was renam ed as the US-VISI T program .  Although the US- VI SI T 

program  would end t he dom est ic special regist rat ion, it  would register all v isa-holders to 

the U.S., though was later extended to all visit ors t o the U.S. This would circum vent  prior  

concerns from  civil libert ies advocates and lawyers that  the earlier program s were 

discrim inatory . I n t urn, t here has been a relat ive silence in the public discourse regarding 

VISI T, w ith a sm all num ber of ar t icles and debates. So long as it  does not  discr im inate,  

m uch of t he cont roversy dies. Even the New York Tim es claim s that  " [ t ] he governm ent  has 

wisely decided that  [ all v isitors to t he U.S.]  will be included in [ VISIT] ,  which checks 
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photographs and f ingerpr ints against  wat ch list s...  it  is hardly an onerous burden". 83 This 

was considered t o be a reasonable, non-discrim inatory step forward.   

4.3 The Spread of VISIT 

The VISI T m ethodology is now going internat ional, which is in a sense the next  logical st ep 

forward. Brazil retaliat ed against  US- VI SI T by fingerprint ing U.S. visitors t o Brazil,  which 

led to a com plaint  from  Secretary of State Colin Powell because it  was felt  that  Brazil was 

discrim inat ing against  U.S. cit izens.84 Greek, Sw iss, and Chinese off icials, am ongst  m any 

others have com plained about  the forced regist rat ion of their  nat ionals,  whilst  other  

governm ents have been conspicuously  silent .   

The U.S. has been calling for int ernat ional co-operat ion on th is schem e.  According t o t hen-

Secretary  of Hom eland Secur it y Tom  Ridge,  

I  think it 's cr it ical that  we m ove th is along as quick ly as possible, and the best  
way of facilitat ing that  is not  sim ply on a bilat eral-by-bilat eral basis, but  to get  as 
m uch m ult ilateral buy- in as soon and as quickly  as possib le.Ó85  

When warned of retaliatory m easures by other count ries against  US-VISI T by fingerpr int ing 

Am ericans, the then-Departm ent  of Hom eland Security undersecretary, Asa Hutchinson,  

declared that :   

We welcom e other  count ries m oving to t his kind of system . We fully  expect  that  
other count r ies will adopt  sim ilar  procedures.86  

Another U.S. off icial declared that  the U.S. has no problem s if sim ilar requirem ents are 

im posed elsewhere.   

We are in favour of t hese border m easures generally. I f  t here was such a 
requirem ent  we would inform  our cit izens and it  would be up t o the t raveller to 
decide.87  

I ndeed, these system s are t raveling elsewhere.  

Canada is m oving towards fingerprint ing and face scanning, as par t  of it s 'Sm artborders'  

program .88 Japan has set  up a work ing group t o look int o possib le biom et r ic solut ions, 89 

and Russia is planning a CI S-VISI T system .90 Britain is p lanning a sim ilar system  under 
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Project  Sem aphore in order to deal wit h asylum  seekers, possib ly using ir is scanning.91 The 

UK recent ly announced it s ÔE-borders program m eÕ that  w ill collect  fingerprint s and ir is scans 

and PNR on all v isit ors and residents, for t he purpose of com bat ing t errorism  and to 

support  general policing, and to enable a profiling system  that  would ident ify suspect  

passengers or pat t erns of t ravel behaviour. 92   

All t hese system s are likely to go beyond the US-VISI T program  by collect ing t he 

fingerprint s and t ravel habit s of all,  not  just  non-cit izens.  No legal analysis has been done 

on t his though, par t ly because US-VISIT has applied only t o foreigners. When outgoing 

Secretary  of Hom eland Secur it y, Tom  Ridge called for fingerprint s t o be included in U.S.  

passport s, it  sounded as t hough t he Federal Governm ent  was consider ing including cit izens 

in b iom etr ic border  checks.93 When the EU begins fingerpr int ing all nat ionals of it s m em ber 

states t o prov ide biom et ric border checks and passport s, as it  int ends t o do with in t he next  

two years, perhaps quest ions m ay t hen ar ise. I t  is ent irely possib le, however, t hat  it  m ay 

be t oo lat e to ask such quest ions, or we m ay not  even fathom  to ask them  because we 

have grown so accustom ed to t he system  in t he U.S.   

5 Transforming Checkpoints: The Dynamics 
of Discourse and Deliberation 

I  arr ived safely to t he U.S., and have since t raveled back. No t errorist  at tack occurred, and 

delays arose only due t o weather, which is t he way it  should always be. I t  is ent irely  

possible t hat  m y t r ip was enabled by the protect ion offered by Governm ents who now have 

access to sufficient  inform at ion regarding those who f ly and t hose who pass borders. No 

respectable academ ic could deny such a conclusion;  but  equally, no respectable academ ic 

would accept  t hat  as a fait accompli,  t he end of the debate.   

I n fact , t his should only be the beginning. Just  because a system  m ay appear to work does 

not  m ake t he system  acceptable. I n one of the audit s t hat  killed off the cont roversial Total 

Awareness Program  in the U.S. that  would apply to U.S. cit izens, t he I nspector General of 

the Departm ent  of Defense concluded t hat :   
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A review of the TI A program  ( .. .)  showed t hat  although the TI A t echnology could 
prove valuable in com bat ing t error ism , DARPA [ Defense Advanced Research 
Project  Agency]  could have bet ter addressed t he sensit ivity of the t echnology to 
m inim ize the possibilit y of any Governm ental abuse of power and could have 
assist ed in t he successful t ransit ion of t he technology into the operat ional 
environm ent . As a result ,  DoD risks spending funds to develop system s that  m ay 
be neither deployable nor used to their fullest  potent ial without  cost ly rev isions 
and ret rofits. 94  

Of course that  audit  was not  what  stopped t he program . Rather it  was the heated public 

discourse, and the added deliberat ion by t he legislat ive arm  of the U.S. Governm ent .  

Sim ilar ly,  the cont roversial CAPPS I I  system  had received m ore than $40 m illion, but  faced 

significant  public concern and eventually t he Departm ent  of Hom eland Security k illed it  

off. 95  

I n an Open Society , we quest ion policy, even after it  is created, funded, and deployed. We 

regret  the rush to legislate aft er Septem ber 11 2001 because we worry t hat  we did not  fu lly  

consider t he policies. This ar t icle has pointed to other policies t hat  we also did not  fully  

consider, and t his is not  m erely t he fault  of legislators and officials. I n t he policies out lined 

above, they are not  the result  of rushed processes. Rather,  an inat t ent ive societ y has 

allowed t hese policies t o pass w ithout  adequate discourse and deliberat ion. Few quest ioned 

US-VISI T when it  was no longer d iscrim inatory;  Canadian civil libert ies groups are few and 

far between and did not  engage m uch and relied on the effort s of the pr ivacy regulator;  

and in Europe the regulators and parliam entar ians played what  role they could in a policy  

that  was shaped equally  by internat ional affairs and self- int erest .    

5.1 The Dynamics of Discourse and Deliberation 

What  began wit h a war on t error ism  has now t ransferred to a new secur it y agenda. What  

began with increasing powers for Governm ent  agencies to com bat  t errorism  has result ed in 

the increasing of Governm ent  powers generally.   

I n th is new environm ent , all form s of crim inality are now invest igated wit h powers 

orig inally foreseen t o com bat  t error.  This is not  necessar ily Governm ent  m erely  over-

reaching. There m ay be legit im ate reasons for  including Ôserious cr im esÕ as a purpose to 

process PNR or fingerpr int s from  US-VISIT, since t error ist s m ay also be involved in serious 
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cr im es. Sim ilar ly, the general populace has grown even m ore concerned with illegal 

im m igrat ion in recent  years,  and so policies like access to PNR or  biom et ric border  cont rols 

m ay be seen as legit im ate policies to deal with t hese t roubles, which is exact ly what  we are 

seeing in t he Unit ed Kingdom . I n t his new environm ent , it  is oft en claim ed that  we m ust  

balance civil l iber t ies w ith other  concerns w ith in societ y, par t icular ly  when som e of t hese 

concerns m ay involve the dest ruct ion of society.   

Such reasoning m ay be convenient ,  but  it  is lacking in rigor and detail.  This art icle does not  

t ry to contest  t he policies. Rather it  calls for adequate discussion of t hese policies so that  

contestat ion m ay follow. I n what  lit t le discourse and deliberat ion that  did arise, we m ay 

find st rains of int erest ing debate. The European Com m ission and Privacy Com m issioners 

debated wit h the U.S. on t he usefulness of PNR and the im portance of privacy protect ion.  

The Canadian Privacy Com m issioners and the Canadian Bar Associat ion devised interest ing 

argum ents against  t he collect ion and processing of passenger inform at ion. The Governm ent  

Accountabilit y Off ice raised essent ial quest ions regarding t he usefulness of the t echnologies 

in US- VI SI T and the costs and eff iciency of the process. These act s are qualit ies of the 

Open Society .  

When we analyze these intervent ions, we can see w ith in the dynam ics of policy  form at ion 

som e essent ial ingredients for  discourse and deliberat ion. The dynam ics ident ified in this 

art icle are int ernat ional, regulatory, technological, and legal in nature. There m ay indeed be 

m ore.  

International Dynamics.  Understanding access to passenger inform at ion is enhanced 

when we look at  the conflict  between the U.S. and the European Com m ission. These 

negot iat ions raised valid points about  the conflict  of jur isdict ions, and the differences in 

legal protect ions;  which m ay be used to inform  future discourse in the U.S.  if/ and when 

U.S. carr iers are com pelled to provide inform at ion t o the Departm ent  of Hom eland 

Secur it y. For border cont rols, it  is im portant  to note t he response from  other count r ies to 

the U.S. policies. The U.S. Governm ent  has even prom oted t his policy in other count r ies,  

and with the likely r ise of CI S-VISI T, Canada- VISI T, Japan-VISI T, and UK-VISIT we m ay 
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inform  policy- m akers of likely challenges if we understand well t he cont roversies that  arose 

in the US-VISIT program .   

Regulatory Dynamics.  The policies discussed in this paper are not  lim it ed to Governm ent-

and-cit izen interact ion. Non-state actors such as indust ry (associat ions, carriers,  tourism )  

have roles to play in each, and th is gives rise t o fur ther issues such as cost s and regulatory  

burdens. Air lines were concerned with t he cost s of prov iding 'pull',  i.e. t erm inal access to 

governm ents, which in turn led the European Com m ission to prom ote a 'push' system  

where carriers could m erely send the required inform at ion to authorit ies.  This had the 

negat ive effect  of prom ot ing the idea of a cent ralized EU inst itut ion t hat  would receive all 

this inform at ion before sending onwards t o the U.S. in order t o reduce cost s for indust ry,  

while also benefit ing EU Mem ber States since they could also gain access t o th is 

inform at ion. The Canadian Pr ivacy Com m issioners asked why it  was so im portant  to ver ify  

dom est ic air  t ravel, as they feared that  if we star ted with the airline indust ry t hen it  w ill 

surely spread t o other sectors.  I n the case of US- VI SI T,  scrut iny by the GAO has shown 

that  signif icant  challenges have arisen in the deploym ent  of the system , in part icular with 

m anaging the cont ract s and the ext raordinary cost  of the cont ract  which has already 

doubled in size. I n t hese cases, a public discourse that  included non- state actors could 

possibly  inform  deliberat ion to m inim ize these problem s, though not  necessar ily.   

Legal Dynamics.  Wit hin each of t hese policies, legal requirem ents becam e m odalit ies of 

content ion. The conflict  in laws between the EU m em ber states and t he U.S. led t o an 

inform at ive discourse and debate regarding the t reatm ent  of data. The cont ribut ions from  a 

var iet y of non-state actors, or non-governm ental organizat ions prov ided insight  into t he 

legality and const it ut ionality of these proposed pract ices. At  the sam e t im e, the lack of 

considerat ion of t he legal im plicat ions of t hese policies is also quit e t elling:  due t o t he 

t rans- nat ional nature of these policies, those who are affected are not  included with in the 

process of deliberat ion. The access to PNR by the U.S. Governm ent  and US-VISIT do not  

im plicate U.S. cit izens and as such did not  generate m uch discussion in the U.S. Sim ilar ly,  

the European Com m ission was com pelled to act  because U.S. law affected EU law;  and 
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even st ill,  when it  d id act , the European Com m ission acted not  only to protect  privacy 

int erests but  also m anaged to serve and protect  the nat ional int erest s of it s m em ber states.  

I n Canada where access to PNR did involve data on Canadian cit izens, t he discourse and 

debate was r icher , and th is did affect  deliberat ion as it  delayed the passing of the Public 

Safet y  Bill,  though did not  prevent  it .   

Technological Dynamics.  By look ing at  the technological com ponents of the policies 

discussed above we becom e m ore inform ed. When we finally look at  t he const itut ion of PNR 

we com e to understand why it  m ay be cont roversial (part icular ly when we realize that  som e 

of this data m ay include polit ical, financial, and religious inform at ion) .  The differences in 

ÔpushÕ and ÔpullÕ system s result  in different  cost s st ructures and even policies,  and this 

requires further at t ent ion.  Sim ilarly, the GAO raised valid quest ions regarding t he 

technological effect iveness of t he biom et rics selected for the US- VI SI T system , and the 

arising r isks and cost s of the system  due t o t echnological const raint s. The increase from  a 

two- f inger to a t en- f inger system  deserves fur ther at t ent ion as well.   Understanding the 

role t echnologies play in sustaining, prevent ing, or changing polit ical st rategies m ay 

significant ly inform  future deliberat ion.  

These dynam ics int erm ingle with one another, provid ing int erest ing quest ions and 

challenges t hat , if  raised, m ay heighten policy  discourse and deliberat ion. I t  w ill not  

necessarily  lead t o bet ter laws, but  at  least  t he process is som ething t hat  we have all 

consented t o,  as it  is the process of an open system  of governance.   

6 The Fate of the Open Society 

When successive Pr ivacy Com m issioners in Canada quest ioned the collect ion and 

processing of passenger inform at ion, they were not  quest ioning the use of th is inform at ion 

for com bat ing t error ism . Rather t hey quest ioned why it  needed t o be used for situat ions 

apart  from  terror ism . All proponents of privacy and civil l iber t ies realize that  when it  com es 

to com bat ing t error ism  the scales have t ipped in t he direct ion of nat ional secur it y. These 

proponents do not  accept  that  th is has t o be t he case for everything. So the Privacy 
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Com m issioners asked why did th is have to am ount  to such a change in the way t hat  

Canadian societ y conducted it self:  would t his lead to road- checkpoints looking at  the 

m anifest s of cars,  checkpoint s at  bus stat ions and ferry port s? I f we accept  these 

checkpoints at  airpor ts and borders,  the Com m issioners asked rhetorically,  and t hen are we 

willing to accept  them  everywhere else?  

The Com m issioners were m erely point ing out  t hat  people would probably be concerned if  

the Governm ent  proposed road checkpoint s, so if t hey were proper ly inform ed, they would 

also oppose checkpoints at  airport s for non- t errorism  purposes. But  there is a dangerous 

inverse t o t his equat ion, however, that  worries m e even m ore so.  I f we have accepted 

checkpoints at  airport s,  won' t  we be m ore willing to accept  checkpoint s on roads? Sim ilar ly  

for the US- VI SI T program :  because we have accepted fingerprint ing as the obligatory  

passage point  for get t ing to our holidays in Flor ida or for  that  weekend in New York,  won' t  

we be m ore willing to subm it  to f ingerpr int ing t o get  access to ferries and buses, or schools 

and librar ies?  

A societ y protect s r ight s and liber t ies because it  deem s these rights and libert ies im portant  

to protect . Certain ly there are laws t hat  protect  privacy, but  these laws, even const itut ional 

right s, require public support . The European Com m ission t ransform ed European pr ivacy law  

that  prevented the t ransfer of inform at ion to other count ries wit hout  adequate protect ions,  

allow ing the t ransfer to the U.S. while few were look ing,  while also grant ing access to 

them selves.  I nform at ion on the t ravel habits of all Canadians is now accessed by law  

enforcem ent  agencies, though few Canadians are aware of t his pract ice and it s 

ram if icat ions.  All visit ors to t he U.S. are fingerprinted, and if t hey refuse, they are 

returned hom e.  All these pract ices in one way or the other corrodes our conceptualizat ions 

of r ights and liber ty . 

Societ ies m ay passively choose to no longer protect  r ight s.  I n Am erican j urisprudence, the 

right  to privacy relies on society deem ing it  reasonable that  som eone has t hat  right  in the 

circum stances in which she claim s to expect  it .  I f f ingerpr int ing start s occurr ing at  every 

border, society  m ay be less willing t o consider it  unconst it ut ional when we f ingerpr int  
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people arbit rar ily on st reet s. I f people lose t heir expectat ions of pr ivacy and stop valuing 

right s, t hen a lot  of the essent ial quest ions t hat  need to be raised w ill not  even occur to 

m any. Sim ilarly, under t he European Convent ion on Hum an Right s, invasions into our  

private lives m ay occur so long as t hey are proport ionate and necessary in a dem ocrat ic 

societ y.  What  is Ôproport ionateÕ m ay vary wit h t im e, and what  we deem  ÔnecessaryÕ to 

com bat  t error ism  has apparent ly  also leaked over int o the new security  agenda. 

At  t his point  I  am  going to offer  the m ost  cont roversial point  in th is art icle. I  would argue 

that  m aybe we m ust  see discourse and deliberat ion as a good in it self.  Perhaps the various 

actors need to have their vary ing int erests and content ions voiced.  This is aft er all the 

point  of the open societ y.  Governm ents can not  by som e m agical nature have per fect  

inform at ion and t hus can not  be im m ediately t rusted to develop t he ÔbestÕ policies.  Others 

m ay be able to j udge t hese policies, and to m ake them  bet t er t hrough present ing other  

inform at ion and considerat ions.   I ndust ry representat ives cer tainly inform ed t he debate on 

the value of PNR, just  as privacy com m issioners and experts provided inform at ion on t he 

privacy issues at  stake, and the GAOÕs studies inform ed us on t he r isks of large-scale 

border system s.   These are essent ial part s of the policy process not  only  because it  can 

result  in bet ter policy, but  also it  enlivens and enriches t he public debate.  This is how we 

fuel t he m arketplace of ideas from  which we develop our laws and policies. 

This view of som e inherent  value of discourse and deliberat ion m ay even extend to t hose 

on the fringe of t he debates, to t hose wit h the m ore ext rem e views. The New York Tim es 

was busy sounding ÔreasonableÕ when the fingerprint ing of visitors began, and m any were 

worried about  sounding unreasonable regarding t ravel data when t his could be used t o 

prevent  future t errorist  at tacks.   Only the m ore radical would be willing to stand up and not  

be reasonable and argue that  it  is unacceptable to collect  vast  am ounts of inform at ion on 

people without  a stated purpose t hat  is legit im ate, proport ionate,  and necessary. An 

interest ing research paper can be shown how indiv iduals who were unreasonable and Ôon 

the fr ingeÕ were responsible for the eventual establishm ent  of m any of our polit ical r ight s.   
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They m ay also be the individuals who can defend them  with in polit ical d iscourse and 

deliberat ion. 

Adm it t edly, even when there is an open polit ical debate on a policy t he outcom e  is not  

always ÔidealÕ.   This is oft en t he case par t icular ly  when we speak of protect ing r ights,  where 

polls show support  for incursions upon fundam ental right s such as free expression.  At  th is 

point  we are enter ing t he dom ain of polit ical theory wit h cont roversies regarding 

representat ion, and t he dom ain of j ur isprudence with cont roversies over the purpose of 

const it ut ions.  But  t his cer tainly m er it s furt her  research t o invest igate how the liveliness 

and richness of t he debate m ay even serve t o protect  r ight s and liber t ies.  For instance,  

when ident it y cards were considered in both Aust ralia and the Unit ed Kingdom , in it ially  

public support  was as high as 80% .  As t im e went  on and cit izens learned m ore about  t he 

proposals, as debates took place, and as fur ther inform at ion entered into t he fray, support  

began t o ebb away.  Open discourse and deliberat ion does not  necessarily or inherent ly  

lead t o either conservat ive or progressive choices. 

I  will end with the final anecdote regarding m y t ravels to the U.S. When m y t raveling 

part ner was being fingerprinted, the DHS official and I  entered into an extended 

conversat ion regarding each others'  pract ices.  When he discovered that  I  worked wit h 

organizat ions that  usually opposed his Departm ent 's st rategies and posit ions,  the tone of 

the discussion t ransform ed radically . He did not  grow m ore confrontat ional, in fact  the 

conversat ion becam e m ore int im ate, as we shared in each others' concerns. The 

conversat ion cont inued for a few  m inutes, t o the dist ress of those in the queue behind m e 

(and to m y t raveling com panion looking to m ove on) . Alm ost  sim ultaneously we both said 

to each other:  "Keep up the great  work."    I  agreed that  his cont ribut ion was im portant  to 

the protect ion of our societ y, and he in t urn recognized the value of m y colleaguesÕ 

cont ribut ions. 

The Open Societ y relies on a diversity of v iews, people willing to quest ion policy. Even 

though t he DHS official and I  are on t he opposite ends of t he debate table, he and I  both 

recognized t hat  it  is im portant  that  the debate t able exist s. I n a num ber of policy instances 
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since Septem ber 11, 2001, we didnÕt  only need to slow down our legislat ive processes;  we 

needed to recall t he pr inciples of open debate.  As such, I  am  not  calling for deliberat ion for  

the hope of com ing to a consensus t hrough som e polit ical process;  I  am  calling for  

deliberat ion for t he sake of deliberat ion. We need opposing views, not  only because it  m ay 

lead t o bet t er policy, but  because it  leads t o public discourse. And the lack of public 

discourse was t he first  and greatest  casualt y in t his new secur it y  env ironm ent .  
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