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Abstract

Prior concerns regarding terrorism resulted in a rush to legislate. Now terrorism is not the
only issue in the new security agenda, and we appear to have stopped rushing our
legislative processes. Yet policies are still emerging with a lack of public discourse and
legislative deliberation. This article reviews two such policies: access to personal
information held by airlines, and new border practices that include the collection and
processing of biometrics. By looking at the negotiations between the U.S. and the European
Commission on passenger name records (PNR), the debates in Canada regarding the
collection of passenger information, and the deployment of the US-VISIT system, we
identify a number of policy dynamics. We can see within these dynamics of policy formation
some essential ingredients for discourse and deliberation, which may inform future debates.
In particular, this article argues that we may inform policy by looking at the international,
regulatory, legal, and technological dynamics of policy.
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Transforming Travel and Border Controls:
Checkpoints in the Open Society

1 Introduction

In a sense, this paper follows a trip that I am currently taking. At the moment of writing
these very words, | am at somewhere around 35,000 feet above the Atlantic Ocean, en

route to New York City from London, via Montreal.

In traveling through three jurisdictions in seven hours, it is difficult to tell how many
different laws apply, and how many institutions have access to my personal information.
We aren® all that shocked by this concept; after all this is the very legal confusion that
globalization was promised to provide. As it becomes difficult to identify which regulatory
regimes are at play at what point of the trip, it also becomes more difficult to identify the
responsible authorities. The greatest challenge is to try to understand how we got here in

such a short period of time.

On this trip, I am to go through a number of checkpoints. First my airline records
additional information about me, and is now required to verify all this information against
my passport. Often the carriers also look to see if | have a legitimate visa to travel to my
destination, for fear of fines being levied against them. Some of this is due to combating
terrorism, but there are other factors too: immigration control is increasingly on the public
agenda. Airlines are facing increased scrutiny to transform their traditional role, conveyors

of people, to deputies of a variety of states' immigration and security policies.

The next checkpoint is in Canada. The Canadian Government is well-aware that we are on
our way, as the carrier has already handed overall the reservation information of those on
the flight, probably before the flight even left. Similarly, the next border point is likely to
know of our impending arrival, as data is also made available to the U.S. Government.

Decisions are constantly being made as to my legitimacy as a traveler.



When we move on to the next checkpoint, the United States immigration checkpoint in
Canada, another novel event occurs. At this U.S. checkpoint, my companion® fingerprints
and facial image are collected, to be stored for up to 100 years. My companion's
fingerprints are then compared to existing fingerprints on a wanted-list, her travel records
will be analyzed with previous transactions and visa requirements, and this information will

be made available to a multitude of departments, agencies, and institutions.

My British traveling companion will likely encounter a checkpoint as she leaves the U.S.
where she'll have to again give her fingerprints. And upon return to the United Kingdom,
Her Majesty®@ Customs and Excise will also have access to the files in the carrier's

database.

Access to all this data sounds quite reasonable. After all, this is the age of the @Qew
security agenda® in a post-September 11, -March 11, and BPJuly 7 world. We expect that
behind every scene, the national security and law enforcement authorities of a number of
states are busy at work ascertaining whether travelers pose security threats, immigration

problems, and other unrelated troubles.

But these rising checkpoints represent recognizable shifts in international and national
policy environments. While changes have been introduced since September 2001 to deal
with terrorism, increasingly these measures are not limited to combating terror. These
measures necessarily involve the deputization of other non-state actors, notably carriers.
The policies also apply to non-residents, who traditionally hold fewer rights b it is unlikely
that these individuals will refuse to consent. These policies increase the collection of
information and surveillance of individuals to an unprecedented level. These changes are
generating tremors in the international landscape; creating obligations upon other countries

to amend their own laws or otherwise face sanctions.

One would imagine that this vast collection of information, transformation of laws,
restructuring of an industry® information practices, and the fingerprinting of the masses

would generate public controversy. Yet there is a remarkable silence surrounding these



shifts and the legislative processes leading to them. The European Union was forced into
changing its privacy laws because of American anti-terrorism laws that demanded access to
passenger data. Canada significantly amended its own privacy laws in order to gain access
to passenger data, and is also demanding it from other jurisdictions. The U.S. is compiling
vast dossiers on all visitors, including all ten fingerprints and travel patterns. Under normal

circumstances, such changes in law would be quite controversial.

And so we are left with this conflict: it appears natural to demand more information, but
these demands have resulted in significant shifts in policies at both the national and
international levels. The goal of this article is to peer inside these policies to see how they
were developed and implemented. Though there was limited public debate and legislative
deliberation, we must look at the debates that (may have) occurred to understand the
contentions and controversies. Looking through the policies outlined above, we may learn
something about this Gew security agendaOthat is both able to transform law and reduce
controversy. By studying the dynamics of these limited debates, we may identify

dimensions of modern policy-making, so as to inform future debate.

2 On Silent Discourses

When | speak at conferences outside of the U.S. on issues relating to anti-terrorism policy,
the audience often wants me to focus on the United States. First they want me to speak ill
of its unilateralism. Instead | remind them that the U.S. has been conducting the war on
terrorism in very multilateral way, working through a number of international institutions,

for better or for worse.?

Audiences also want me to speak ill of its civil liberties record, of the USA-PATRIOT Act, of
discrimination, of transgressions and so forth. My response is often disappointing and
annoying, for those in the audience at least. First | note that the situation in the U.S. will
improve, that there have been political and legal victories in areas where there have been
civil liberties infringements. Second, the level of public discourse in the U.S. is high: there

are media institutions raising awareness of abuses, independent inspectors investigating



transgressions, and non-governmental organizations drawing attention and appealing for
recourse. Third | declare (exaggerating mildly) that the USA-PATRIOT Act is not the big bad
law that everyone outside the U.S. thinks it is; in fact, most other countries already had
many of the powers enshrined into law before September 2001. Also, there are many other

more highly problematic U.S. laws that we should be focusing on.

I then ask the audience to raise their hands if they can name the law passed by their
national legislatures in response to the events of September 11, 2001. On average only a
quarter of the audience raises their hands. | conclude my talks, usually, by saying that | do
not worry about the U.S. and U.S. law: American public policy discourse will resolve many
of those problems, at least in the high profile cases. | worry about the lack of discourse and
deliberation elsewhere. | worry that legislatures are not held accountable, that there is a
lack of alternative voices with sufficient expertise, and there is a lack of media attention. In
America, these institutions and dynamics will solve American problems whenever they
apply to Americans, but who will solve everyone else's? We hardly notice the lack of

discussion, debate, and deliberation.

Yet we do complain about the rush to legislate that occurred after September 11, and we
were concerned about facing a barrage of policy following the subsequent attacks such as
those in Bali, Madrid, and most recently in London. Whether it was the UK's Anti-Terrorism
Crime and Security Act that received Royal Assent in December 2001, or the similarly timed
Anti-Terrorism Act in Canada, we hear repeatedly from commentators of the 'post-
September 11 rushed legislation'. It seems that we believe that some other, slower

processes would have reduced the risks of bad policy.

I imagine that our concerns regarding these 'rushed’ acts may be because we fell that this
is inimical to our ideas of the Open Society. To this day one of my favorite quotations at the
start of a book still comes from Popper's Open Society and its Enemies Volume I, from
Pericles: "Although only a few may originate policy, we are all able to judge it." In an Open
Society, social actors yearn for improving society, knowing that no one has perfect

knowledge or control of the outcome of decisions - thus creating a space for further actors



to join in and participate. It is taken for granted that actors are able to contribute, to

participate, and to submit their ideas for consideration.

| am therefore assuming that we are concerned that the rush to legislate has reduced our
ability to question policy, to further deliberation, to improve our laws. Yet even as we have
moved on from the post-September 11th period, well after the wake of other calamities,
similar policies continue to emerge and the public discourse continues to be relatively quiet,
and the deliberation remains minimal. We have broadened our agendas from a war on
terrorism to what may be referred to as a 'new security agenda', incorporating other wars
(e.g. narcotics) and agendas (e.g. immigration and people-trafficking). New policies are
being introduced not merely in the name of combating terrorism. The stated purposes now
stretch into disparate domains of the provision of more effective public services, combating
fraud, managing immigration, amongst many others. Yet we continue to suffer from a lack
of public discourse and careful deliberation on important policies emerging under this

security agenda, as we unwittingly challenge the Open Society.

2.1 Identifying the Dynamics of Policy

Traditionally, policies are created through a deliberative process, involving policy discourse
where we learn the implications and debate the benefits of policy change. We need to
concentrate our analyses on policy discourse, and the dynamics that arise. Policy
discourses are an ever-changing mosaic,? a tapestry of varying forces and processes that
are dynamic, fluid, and loosely joined,® involving actors, arguments and mechanisms.* To
study policy, we need to focus on the negotiation and transformation of the policy and the

surrounding institutions.®

At the risk of a normative statement, deliberative discourse may lead to better policy,
institutions, and technology. Using the example of safety mechanisms in nuclear reactors,
Giandomenico Majone argued that its development in the West vs. in the Soviet Union was
due to the public discourse that occurred, due to the deliberative processes of democratic

governments.® Open deliberation led to safer nuclear technology. Extending this logic, one



would hope that deliberation on travel and border policies would lead to better policy. To
avoid further normative statements, | leave the evaluation of the constitution of 'better
policy' to others to discuss, while I will limit my focus to the dynamics of policy formation,

studying the discourse and the deliberation.

Looking at contemporary policies, it is possible to say that the new security agenda has
transformed the process through which policy is established in a variety of ways. Policies
are increasingly imported from other fora, decided outside of traditional bodies and
legislatures, and approved with little debate.” Many of the policies that are established
through these processes are inattentive to privacy, civil liberties, and other legal rights. We
altogether ignore some of these policies because they do not affect the citizenry directly.
And the regulatory aspects of these policies are often ignored because of the coercive
power of governments to impose sanctions, or unwillingness to consider costs and burdens.
Lurking within all of these are the technological dynamics, the roles and effects of the
technologies that are implicated by these policies. The technological dynamics are poorly
attended to within what little discourse and deliberation that exist. These international,
legal, regulatory and technological dynamics are not necessarily distinct forces, but instead
they intermingle. We need not to identify and reify one over the other, but rather we may

approach the policy process with the awareness of their existences.

If one were to imagine an ideal policy formation process, it would involve a multiplicity of
actors, inside and outside of Government institutions, negotiating and comparing ideas in a
public discourse, informing a deliberative process that is open and considered. The purpose
of the discourse and deliberation is not necessarily consensus, nor the generation of perfect
information and perfect policy, but rather to inform the policy-making process, providing
feedback and allowing for change in the direction of the policy. If we are to inform policy
discourse and deliberation within the new security agenda, we need to attend to the

international, regulatory, legal, and technological dynamics.

These dynamics will be investigated in the situations below. First | will review the transfer

and use of travel information to look at the non-state actors who are implicated, the legal



challenges and international conflicts, and how the nature of the information itself affects
the other dynamics. | will also review the collection of information at border checkpoints,
studying the assumptions regarding the technologies, the legal implications, the pressures
emerging from non-state actors, and the international dynamics behind this practice.
Together these cases will be used to promote the virtue of enlivened and enhanced policy

discourse and deliberation by looking at various policy dynamics.

3 Transformation of Travel

Even before my boarding of the plane to travel to the United States, the U.S. Government
was aware of my intent to travel. Even before my arrival in Canada, the Canadian
authorities knew of my impending arrival. This information was made available to these

Governments by my airline and will be retained by these Governments for future use.

The use of personal information for the purpose of travel has grown significantly in recent
years. This is in part due to the progress of technology, but much of it can be attributed to
policies arising after the events of September 11, 2001. Increasingly, detailed passenger
information is being sent to governments by carriers. Governments intend to mine this
information to better understand visitors and air passengers to assess the threat they may

pose as terrorists, immigration violators, and criminals.

3.1 EU and U.S.

As | live in the United Kingdom, any personal information received by the U.S. Government
from any carrier that travels from the European Union (EU) involves a ®rans-border data
flow® That is, information is being transmitted from the legal jurisdiction of European law

into the jurisdiction of U.S. law; and this flow is the matter of conflict.

For a number of years, there has been a significant conflict on the issue of the transfer of
information about airline passengers between Europe and the United States. And it is not
just a conflict between the U.S. Government and European Union institutions, as it is often

painted. It may also be seen as a conflict of the institutions on both sides of the Atlantic,



between those who value privacy and the limits placed on governmentsQintrusions, and
those who would like to create permanent infrastructures for the regular observation of
individualsOtravel patterns. Even this latter view is simplistic because in truth this is a
policy debate that implicates many more actors, and gives rise to technological, regulatory,

and legal complications beyond privacy.

The origin of the conflict is the decision by the U.S. Government to rely heavily on an
information-based approach to preventing terrorism. This was not merely a response to
September 11; under the Clinton Administration the Federal Government began a primitive
computer profiling system for passengers to measure their risk. After September 11 it was
felt that this approach was sound but a more sophisticated system was required and moved
to develop it. The U.S. Government also wanted advanced notice of those who were
coming to the country. As part of this strategy, the U.S. is seeking a sharp increase in the
amount of information that airlines must provide to U.S. authorities about their passengers
b a requirement that depends on the cooperation of other nations, including Europe, which

have strong privacy laws that must be reconciled with the U.S. request.

The origin of the passenger information conflict is one of the many pieces of legislation
passed by the U.S. Congress in the wake of September 11, the Aviation and Transportation
Security Act 2001. This law instituted a requirement that foreign carriers "shall make
passenger name record information available to the Customs Service upon request” (ATSA,
Section 115(c(3))), and provided for this information to be shared with other agencies
outside of the Transportation Security Administration. The availability of this information
was deemed necessary for purposes of "ensuring aviation safety and protecting national
security."® It is important to note that U.S. carriers are not required to comply with this

demand; only foreign carriers.

Passenger name records, or PNR, are not defined in detail within the Act. This information

can include vast amounts of information, however, including:®

* Identification data: name, first name, date of birth, telephone number;



¢ Transactional data: the dates of reservations, the travel agent where appropriate,
the information displayed on the ticket, the itinerary;

* Financial data: credit card number, expiry date, invoicing address etc.;

* Flight information: flight number, seat number, etc.;

e Earlier PNR: may include not only journeys completed in the past but also religious
or ethnic information (choice of meal etc.), affiliation to any particular group, data
relating to the place of residence or means of contacting an individual (e-mail
address, details of a friend, place of work etc.), medical data (any medical
assistance required, oxygen, problems relating to sight, hearing or mobility or any
other problem which must be made known to ensure a satisfactory flight) and other

data linked, for example, with frequent flyer programs.

The European Commission estimates that although there are approximately 25 possible
fields of PNR data, some of these fields include subsets of information expanding the total

to approximately 60 fields and sub-fields.*°

The U.S. Government does not state how each type of information will be used. In fact,
specificity is generally avoided. The Congressional requirement for PNR has been
interpreted very widely by the Bush Administration. According to an interim rule of June

2002: 1

e All carriers must not just provide U.S. Customs with PNR data, but actually give the
government direct electronic access to the airlinesOcomputer systems. Each airline
was responsible for ensuring that its automated reservation system and/or
departure control system could interface with the U.S. Customs Data Center so that
U.S. customs agents could log-in and look through files.

e This data must be provided for all flights, not only those destined for the U.S. So
long as a carrier is '‘engaged in foreign air transportation' to the U.S., U.S. Customs
may access PNR information on the carrier's database. (U.S. Customs claimed that it

would not require PNR for non-US travel, but contends that CGas a business decision,
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the airlines opted not to build filters within their reservation systems to preclude

access to travel with no US nexusQ?)

¢ Once transferred, this data may be shared with other federal agencies for the
purpose of protecting national security or as otherwise authorized by law.

* According to the regulations on the passenger profiling system, this data could be

stored by the U.S. Government for up to 50 years.™®

Failing to comply with the U.S. law could be disastrous. The U.S. authorities proposed to
conduct 'secondary inspections' of arriving passengers in the U.S., impose fines for airlines,

and even the loss of landing rights.*

One of the larger impediment to the U.S. proposal was the EUB legal regime of data
protection. All member states of the European Union have laws that protect data privacy.
These data protection laws are required in order to comply with a positive obligation under
Article 8 of the European Convention on Human Rights 1950. Article 8 requires the
protection of the private life of the individual, and any intrusions must be in accordance
with law and necessary in a democratic society. Jurisprudence from the European Court of
Human Rights indicates that Governments have an obligation to protect the right to
privacy, and as such Governments have chosen to implement data protection laws.
Because of the variety of data protection laws amongst member states, the EU in 1995
established the Directive 95/46/EC of the European parliament and of the Council on the
Protection of individuals with regard to the processing of personal data and on the free
movement of such data®® to establish a standard practice for privacy within the internal

market.

Under the 1995 EU Data Protection Directive, EU member states must:

* restrict access to data collected or held within the territory
* |limit the purposes for its use, as data may only be used for the purpose it is
collected

* minimize the period of retention

11



e ensure that individuals have access to the data that is held on them
* ensure that individuals have legal recourse

e ensure that the data is protected adequately.

One of the Directive's primary goals was to ensure "not only that personal data should be
able to flow freely from one Member State to another, but also that the fundamental rights

of individuals should be safeguarded."*®

This principle of free-flow between states with similar privacy laws provides the stumbling
block to the transfer of this information from Europe to the American authorities. Article 25
of the EU Directive requires that if personal information is going to be sent to other
jurisdictions that are not covered by EU laws, these other jurisdictions must have adequate

privacy laws.’

An adequacy assessment is required to establish an agreement with the U.S. to allow this

transfer of data. According to the EU Directive,

The adequacy of the level of protection afforded by a third country shall be
assessed in the light of all the circumstances surrounding a data transfer
operation or set of data transfer operations; particular consideration shall be
given to the nature of the data, the purpose and duration of the proposed
processing operation or operations, the country of origin and country of final
destination, the rules of law, both general and sectoral, in force in the third
country in question and the professional rules and security measures which are
complied with in that country.®

The conflict began when the European Commission Directorate General for the Internal

® realized that the

Market, the directorate responsible for data protection at the time,!
United States does not come close to matching these requirements for "adequacy”, and the
U.S. Governments' demands were disproportionate. Federal privacy laws in the U.S. fall far
short of these criteria, and in any case apply only to 'U.S. persons'. Also, as EU officials are
aware, the PNR transfer is part of a much larger surveillance regime being established in
the U.S. b a broader regulatory and technological framework that includes data mining and

passenger profilingzo, no-fly lists, and foreigner registration programs. There were also

concerns that this information will be retained by the U.S. authorities for extensive periods,

12



in contravention with the EU requirements to delete personal information as soon as

possible.

The European Commission Internal Market DG was also concerned that the PNR data will be
used for an expansive set of purposes D not limited to national security but also for @ther
crimesO Finally there were concerns that the PNR data may also be sold to private
companies.?’ The European Commission DG Internal Market felt that the U.S. legal regime
would certainly not protect the personal data of EU citizens adequately, and as a result this

information may not be transferred out of the EU to the U.S.

This view was confirmed by the privacy authorities in Europe. European Privacy
Commissioners, the national regulators responsible for the enforcement of the data privacy
laws, weighed in on the debate under the auspices of the European Commission® @rticle
29 Working Party® This working party is responsible for certifying all transfers outside of
the EU by deciding whether the protections are @dequate®or not. Throughout the
negotiations the Article 29 Working Party released a number of assessments of the
proposed transfers. Repeatedly the Working Party argued that the transfer was
incompatible with the EU Directive. In October 2002 the Working Party argued that Qhe
need for the transfer is not proven and secondly it does not seem acceptable that a
unilateral decision taken by a third country for reasons of its own public interest should lead
to the routine and wholesale transfer of data protected under the directive.3* The Working
Party called for @ dialogueOwith the U.S. to resolve this impasse, provided that the U.S.

could provide sufficient guarantees for the protection of the data.

This led to a tense set of negotiations between the two trading blocks, with a number of
extended deadlines and changes in position. The European Commission DG Internal Market
negotiated on behalf of the Europeans, and the U.S. Bureau of Customs and Border
Protection and the U.S. Transportation Security Administration negotiated on behalf of the
U.S. The Article 29 Working Party continually weighed in to assess interim agreements, or
Qndertakings® In June 2003 they released another assessment of the transfers and again

found them to be problematic.?®> Apart from technical problems, the Working Party also
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found that the transfers were disproportionate, granting the U.S. authorities greater access
to data than currently granted to similar European judicial and policy authorities, that
Europeans would lose their right of access to their own data for the purpose of rectification,
and that the planned use of this data for profiling raised even greater concerns than
previously considered. This last issue was particularly problematic because the uses of the
data were not limited by the U.S. @ndertaking® the U.S. insisted that the data would be
used to combat terrorism and other unspecified Gerious criminal offencesQ The Working
Party was also concerned that access to the full set of PNR data was excessive, and thus
not proportionate. This situation was exacerbated by the U.S. demands in the

Qndertaking®to keep this data for 7-8 years.

Eventually the Americans further reduced the retention period to 3.5 years, minimized
access to less than 40 data elements, and no longer required the 'pull' system of gaining
access to each airline database but instead could demand carriers to submit, or @ushOthe
required information prior to travel. Also, the U.S. was compelled to reduce the purposes
for which this information could be used. Previously the U.S. authorities proposed to use
this information to combat crime as well as terrorism; after the negotiations the U.S.
conceded that it would only use this information for combating terrorism and other serious
crimes. In particular, the U.S. promised that the data would not be used for passenger
profiling until a new and separate agreement was reached.?* The result of the negotiations
is imperfect as there remain continued concerns as to how this information will be used,
and whether sensitive information will be excluded, but the European Commission began to

feel as though it had pushed for sufficient changes.

Regardless, pressure continued to emerge from the European Commission® Article 29
Working Party. Following the updated @ndertakingsOfrom the U.S. Government in January
2004, the Working Party released three more assessments of the agreement in 2004.%
The Working Party was satisfied with a number of the changes in the undertakings but was
still concerned with the vague statement of purposes, arguing that in U.S. law Gerious

crimesOwas too broad. Also, though there was a reduced list of PNR items sought by the
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Americans, the Working Party was concerned that the list still included Gall of the 20
elements that the Working Party considered as disproportionate and problematicOin earlier
assessments.?® The retention period was still too long for the Working Party: though it
was reduced from 7-8 years to 3.5 years, the period was Qonsiderably longer period than

the Qveeks or monthsGcalled for by the Working PartyOearlier.

The regulators were not alone in their opposition to the @ndertakings® The European
Parliament also continued to place pressure on the Commission, calling for significant
changes to the agreement to protect privacy. A number of declarations were issued by
Parliamentary Committees, a resolution rejecting the agreement, and the Parliament even
threatened court action against the Commission on grounds of jurisdiction. Industry
associations also weighed in, calling for less expensive solutions. The Association of British
Travel Agents warned that it would cause lengthy check-in procedures.?” The Business
Travel Coalition appealed to the U.S. Congress for Qyreater public policy debate regarding
the tradeoffs, safequards and remedies that such a comprehensive data collection program
should requireQ?® The International Air Transport Association likened the situation to a ®ug
of war® Orhe airline industry was always hopeful they would reach an agreement because
we were faced with conflicting instructions.3° IATA went on to warn that data collection
could cost tens of millions of dollars. And the public concern grew in response to news
coverage of mass-transfers of data to law enforcement agencies.®® Some non-
governmental organizations got involved, where some organized protests and co-ordinated
complaints to national Data Protection authorities; some worked with Members of the

European Parliament; and some briefed the media and wrote reports.

Despite this pressure from its own regulators, Parliament, and from within industry, and a
growing amount of media coverage, the European Commission grew concerned that it could
not continue its opposition to the U.S. plans. Apart from the threatened sanctions, it
emerged that the European Commission®@ DG Internal Market received countervailing
instructions from other Directorates, including the Directorate on Transportation and the

Directorate on Justice and Home Affairs. As the negotiations continued, it emerged that the

15



European Commission was also concerned with creating a policy similar to the U.S. policy
on access to PNR. In fact, the Commission grew reluctant to refuse to the U.S. government
access to the data on these very grounds. When negotiating with the U.S. to limit access to
‘'sensitive information' such as religious faith (as ascertained by the dietary choice, e.g.
Halal or Kosher), the head of the DG Internal Market, Commissioner Bolkestein, informed

the European Parliament that the EU must be careful what it refused to the U.S.

The EU cannot refuse to its ally in the fight against terrorism an arrangement that
Member States would be free to make themselves.3!

Despite the initial 'worries' about the information that would be accessed by the U.S.,
however, the established agreement was considered adequate by the European
Commission. Pressure arose from EU Member States, and from other sections of the
European Commission. The final Communication from the Commission later stated that the

agreement

with the US appears to be a sound basis for taking forward work on an EU
approach (E). The list of data elements also seems broad enough to
accommodate law enforcement needs in the EU. Nothing in the arrangements
agreed with the US therefore seems to prejudice the development of an
appropriate EU policy.*?
The Commission argued that it could not restrict U.S. access to information that would be
collected for EU use. Put another way, the EU could not say that the U.S. had no right
accessing sensitive data that the EU wished for itself for even more expansive purposes
(see above). Put this way, the Commission was not only negotiating for the protection of

privacy; it was also negotiating wiggle-room within an international agreement for the

establishment of an EU-level policy on access to PNR.

The Commission also argued that a 'push’ system would be ideal, where the required data
would be sent to the U.S., and all sensitive data would be filtered by the carriers. In early

December the Commission then stated:

The Commission is also working with the airlines on switching from pull to push as
regards the means of transferring the data and on the necessary filters. The
airlines are interested in a centralised or grouped approach, which seems also to
the Commission to offer advantages in terms of cost and efficiency.%*
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In mid-December, the Vice President of the Commission, who is responsible for Transport,
Loyola DePalacio, agreed that a centralized approach would save money for airlines, but
would also assist in "adopting a community policy in the field of data processing with a view

to control immigration".3*

Carriers do have natural concerns with any such policy because of the costs of providing
real-time terminal access to the U.S. Government. If the EU begins implementing similar
policy across the member states, however, this will also increase the costs to carriers and
the burdens upon reservations systems. On this point the carriers appear to be in
agreement: a centralized solution would be cheaper because of the costs of abiding by the
regulations. While some of the carriers may object to the practice altogether, they are not

in a position to prevent access to this information by U.S. or European officials.

The Justice and Home Affairs Commissioner went a step further.

As a matter of fact, | can even see that a centralized structure inside European
Union will be able to provide the necessary guarantees on the liability aspects, the
accuracy of the data on the security of transmitted data, the technological means
and the filters that Vice-President De Palacio has just mentioned to you, on the
supervision by adequate control mechanisms, above all the role of the giant
supervisory board and for offering added value to similar initiatives conducted at
national levels within the European Union.>®

This led to the carefully worded final Communication from the Commission. The logic for a

centralized system was clearly stated.

It was also made clear (E) that implementation of a push system could not solve
the problem alone. Filters would also need to be installed. These filters entail
significant costs for the airlines, which mean that a legal obligation would be
desirable to ensure that all airlines are subject to the same requirements. Airlines
have also indicated a preference for a centralised system.®

The agreement with the U.S. was thus seen as a precursor to a European policy on access
to PNR. When the Commissioner for the Internal Market announced to the European
Parliament the new agreement with the U.S., he was accompanied by the Commissioners
for Justice and Home Affairs, Transport, and External Relations. At this session, the then-

Commissioner for Justice and Home Affairs, Antonio Vitorino, commented that the EU is
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confronted with the need to complement that agreement with the United States of
America by the development of a European Union policy on the use of PNR and of
traveller's data more generally within the European Union.%’

At this very same session, the Transport Commissioner argued for "adopting a community
policy in the field of data processing with a view to control immigration". It was then
announced that in 2004 a policy would be developed for "our own EU approach to the use

of traveler® data for border and aviation security and other law enforcement proposals."

The EU policy, however, would not be restricted to combating serious crimes and terrorism,
but could be used for any law enforcement purpose, including immigration. The European
Commission had thus transformed from an institution that wished to limit the purposes for
the processing of PNR by government agencies, into an institution that wished to
@omplementOthe U.S. call for data for combating terrorism and serious related crime
through using this information for border security, immigration, and other law enforcement
purposes. While the transfers continue to be opposed by the European Parliament and
European Data Protection Regulators, these institutions were rendered relatively powerless

on the issue of travel surveillance once it became an internal policy.

3.2 Canadian Deliberations

As my travel is on a Canadian airline, the airline is also subject to U.S. requirements to
transmit the information to the Department of Homeland Security. The reservation
information is thus being transferred by a Canadian company to the U.S., giving rise to
similar legal problems as those that arose in the EU. An additional complication is that
Canada is also a recipient of this information. Since 2001 Canada has been working on
establishing a policy on access to PNR by Canadian authorities. This section will therefore

cover the domestic debate on access to travel data.

The domestic policy landscape in Canada differs in significant ways from the previous case.
In Canada the policy was not shaped so much by demands from the U.S. Rather, a
domestic policy process began because of demands from Canadian Government agencies.

Fewer non-governmental organizations participated in this process, mostly because Canada
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does not have an active civil society on civil liberties and human rights issues to the same
extent as in the U.S. or Europe. Also, the Canadian airline industry is much more simplified
with far fewer carriers. Like in Europe, Canada has a comprehensive data protection
regime, and as such, the Privacy Commissioner played a significant role in the policy
process. In Canada, the legislature played a larger role because of the lack of public

attention to the issue, with most of the debate arising in the Upper House, or the Senate.

In its policy deliberations, the Canadian Government encountered some original resistance
to its own use of PNR, particularly on the scope of purposes for its use. Bill C-17, was
introduced in October 2002 to replace another bill, C-55, that had died the previous month.
C-55 was introduced to replace another bill, C-42 that was introduced in November 2001

and had received significant criticism, forcing the Government to abandon this early bill.*®

Bill C-17 was to amend twenty-three other pieces of legislation. The key component of the
bill was the treatment of passenger travel information, including the information regarding
domestic travel. The bill proposed to grant real-time access to law enforcement and
national security agencies to analyze the lists and information on travelers, and to hold this
data for a period of time. The bill empowers the Minister to require certain passenger
information from air carriers and operators of aviation reservation systems, for the
purposes of transportation security. This information must be destroyed within seven days,
notwithstanding any other Act of Parliament. The Commissioner of the Royal Canadian
Mounted Police (RCMP), the Director of the Canadian Security Intelligence Services (CSIS)
may require certain passenger information to be used and disclosed for the following
purposes: transportation security, national security investigations relating to terrorism,
situations of immediate threat to the life or safety of a person, the enforcement of arrest
warrants for offences punishable by five years or more of imprisonment, and arrest
warrants under immigration law and extradition treaties. This information may be combined
with other information held by the RCMP, but only for the purpose of transportation security
only (and not for outstanding warrants, as the Bill's predecessor contained). CSIS could

receive and analyze this information for the purpose of transportation security, or national
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security investigations relating to terrorism. Finally, the bill also permitted the transfer of
this information to other countries, on the condition that the flight is landing in that

country.

The then-Privacy Commissioner of Canada protested continuously against these measures,
particularly in the Parliamentary committee process. In particular, the Commissioner
argued that "the police have no business using this extraordinary access to personal
information to search for people wanted on warrants for any offences unrelated to
terrorism."®® That is, the power to stop individuals who are wanted on warrants already

exists in law. According to the Commissioner,

If the police become aware, without this provision, without anything, that there is
an individual wanted on a warrant, they don't need this provision. They have a
common law and a legislative right and duty as peace officers to take the
appropriate measures to apprehend the individual, period. So there's no issue of
that. If you drop this provision tomorrow, and that's what the government is
trying to obscure, it will not create a circumstance where if the RCMP [Royal
Canadian Mounted Police] becomes aware there is murderer on a plane, they
can't arrest him. Where there could be a problem is if it were not incidental, if in
fact a practice were made of looking in CPIC [the database that is a 'grab-bag of
all information known to all police forces'] and checking everyone to see if they
were wanted for something when the police had no business looking in CPIC
because they should have been looking in the anti-terrorism database, SCIS
[Secure criminal investigation system, a more specialized database], for example.
If it's systematic, then they could be encountering issues where they are using
legislation meant to protect aviation security for purposes of looking for people
wanted on warrants totally unrelated.*°

In a later testimony, the Commissioner further articulated his concerns about expanding

the purposes for using this information beyond terrorism.

As we go about our normal law-abiding business in Canada, unless we're carrying
out a licensed activity, such as driving, we don't have to identify ourselves to the
authorities, but if the police can check passenger lists to see who's wanted for an
offence unrelated to terrorism on an airplane, why not when we take a train or a
bus or rent a car or check into a hotel? Why, once the principle is accepted,
should the police not be able to pull cars over and check the identity of all the
passengers and look in the database to see if they're wanted for anything? It
opens a door that should not and need not be opened and has nothing to do with
the stated purposes of anti-terrorism.**

Bill C-17 eventually failed, in part due to parliamentary scheduling.
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In February 2004, the Minister of Transport introduced Bill C-7, again entitled 'the Public
Safety Bill'. According to its legislative summary, the provision of information
must be for the purposes of transportation security and may pertain to the
persons on board or expected to be on board a specific flight in respect of which

there is an immediate threat, or to any particular person specified by the Minister.
Transportation security is broadly defined.*?

In this bill, the purposes for access and processing of this information had changed mildly

since C-17. They are now defined as:

* for transportation security purposes;

* national security investigations relating to terrorism;

* situations of immediate threat to the life or safety of a person;

* the enforcement of arrest warrants for offences punishable by five years or more of
imprisonment and that are specified in the regulations;

e and arrest warrants under the Immigration and Refugee Protection Act and the

Extradition Act.*®

Disclosure is recorded with care. A record must be kept of all disclosures, the information
disclosed, the reasons, and the name of the person or body to whom the information was
disclosed. Information must be deleted within seven days of its receipt, unless required for

security purposes.

However sensible the above provisions sound within the vacuum of legislative language,
the law enforcement authorities had stated clearly their intentions to interpret these

provisions widely. According to a report from the Parliamentary Research Branch,

When witnesses from the RCMP and CSIS appeared subsequently before the
Committee, they stated that the intent of the provision was to enable them to
receive a continuous electronic data feed from the airlines regarding all
passengers for all flights where it was technologically possible to do so. Further,
they stated that they interpreted the wording of the provisions to permit that and,
in addition, felt that their interpretation was the only way the system could
actually work and meet their needs.**

Officials later admitted that this was the intention when they drafted the bill, and no

amendments to this were made.
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The bill was to amend existing privacy law. Existing immigration law permits government to
make regulations to gain access to reservation systems and reservation information, upon
request. This information can only be used for immigration purposes or to identify a person
for whom a Canadian arrest warrant exists. In each case, however, the individuals must be
given notice of the use of the information. C-7 enables additional collection, use, retention,
and disclosure of this information. This required amendments to the Personal Information
Protection and Electronic Documents Act (PIPEDA) to permit the collection and use of
personal information by air carriers and other organizations without the knowledge or
consent of the individual, for the purpose of making a disclosure for reasons of national
security, the defense of Canada or the conduct of international affairs, or a disclosure

required by law.

The Canadian Bar Association noted that this fourth version of the proposed Public Safety
Act "moves a bit further along the path to a more tailored response” but that "tinkering at
each stage has not assuaged our overall concerns."*® The CBA questioned how the
interpretations of "terrorism” or "serious threat" could shift with the political climate, that
the cross-referencing of passenger information for extended law enforcement purposes
threatens privacy, and that the sharing of passenger information with foreign states is an

unnecessary intrusion on privacy rights. In conclusion the CBA states that

The CBA is concerned about the insidious invasions of privacy and fundamental
rights creeping into Canadian law over the past few years. Bill C-7 is but one such
measure. Canadians are now beginning to see the negative impact on individual
liberties of the various government measures intended to combat terrorism. A full
and rigorous review of all security- focused legislation is needed, to assess its
cumulative effect on privacy, individual rights and freedoms, and checks and
balances on state powers.

The CBA ended its intervention by urging the Senate to not pass C-7.

In the time between Bill C-17 and the introduction of C-7, a new Privacy Commissioner was
appointed. The new Commissioner had some substantially evolved, yet similar concerns to

her predecessor. Regarding the amendments to PIPEDA, she stated that
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The proposed amendment to PIPEDA, in effect, allows organizations to act as
agents of the state by collecting personal information, without consent for the
sole purpose of disclosing this information to government and law enforcement
agencies. Under the existing provisions of PIPEDA, this information is collected
with the knowledge and consent of the individual. This is fair. The proposed
amendment that would allow collection without consent is not.*®

As to the concerns regarding the sharing of passenger information with the RCMP and

CSIS, she held similar concerns to her predecessor regarding function and scope creep.

These provisions dangerously blur the line between the private sector and the
state by enlisting businesses, not only in the fight against terrorism, but in
identifying individuals against whom there may be outstanding warrants for a
wide variety of offences. This legislation establishes a new and troubling
precedent. What's next? Are we going to start requiring car rental firms, couriers
and telecommunication companies to collect information for the purpose of
turning it over to law enforcement agencies?

She worried that the law was unnecessarily broad and as a precedent it would permit
further data collection and transfer, transforming our norms and practices generally. The
Commissioner went on to say that if the bill dealt only with anti-terrorism and
transportation security, this would minimize her concerns. But as it is, it proposes to
monitor even domestic flights for matches with a list of outstanding warrants that have no
connection to national security. As the Commissioner notes, despite all the renditions of
this bill, "[w]e have yet to hear any compelling reason why the warrant provisions are

needed and how we will be safer as a result of these provisions.™

Many other organizations advised the Parliament on the problems with the bill, including
the Canadian Association for University Teachers, the Coalition of Muslim Organizations,
and the International Civil Liberties Monitoring Group. The media attention, while
significant, was not as remarkable as in other countries. Regardless, the bill was given

Royal Assent in May 2004.

4 Transformation of Border Controls

When we arrived at the U.S. Customs and Immigration checkpoint in our travels, | was
fortunate enough to be at the desk when my companion was subjected to fingerprinting

and a photographing. For the first time in her life her fingerprints were taken. The Border
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security official was most kind as he admitted that he had previously encountered some
resistance to this measure. He told us a story of a prior visitor who spoke of how the last
time she was fingerprinted it was in Germany in the late 1930s. When my companion asked
why she needed to be fingerprinted, he responded that this all began in September 2004.

In fact, it did not, but | don® believe he was misleading us.

Since September 30 2004, all visitors to the United States are face-scanned and
fingerprinted at the border. These measures are part of a vast integrated information
storage, matching and profiling system. The legislative grounds for this do reside somewhat
in the USA-PATRIOT Act, but also in other legislation. In 1996 Congress called on the
Attorney General to develop an automated entry and exit monitoring system for foreigners.
This was expanded significantly by the USA-PATRIOT Act in 2001, which suggested the use
of biometrics. The Enhanced Border Security and Visa Entry Reform Act of 2002 took the
USA-PATRIOT Act even further and called for the integration of the border monitoring

system with other databases.

The U.S. Visitor & Immigration Status Indication Technology System (US-VISIT) collects
and retains biographic, travel, and biometric information on all visitors, except Canadians
and Mexicans. The purpose of this collection is to identify people who are believed to
potentially pose a threat to the security of the U.S., are known or believed to have violated
the terms of their admission to the U.S., or who are wanted in connection with a criminal
act in the U.S. or elsewhere. This information will be shared with "other law enforcement
agencies at the federal, state, local, foreign, or tribal level® who "need access to the

information in order to carry out their law enforcement duties."*’

Personal information collected by US-VISIT will be retained for 75 to 100 years. In a
meeting with Department of Homeland Security officials when the program first began,
they stated that this retention period was necessary for immigration purposes as there may
be legitimate long term needs to verify citizenship status; but as for VISIT specifically, they
said that time limits may be shorter but the policy had not yet been decided.*® One month

earlier, however, the Department of Homeland Security filed notices in the Federal Register
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stating that arrival and departure data would be kept for 100 years*® while biometric and
biographic data would be kept for 75 years.®® Tourist information is to be kept alongside
data collected from nationals of countries that threaten to wage war, or are or were at war

with the United States.”!

This system is to be used for a plethora of purposes. These include national security, law
enforcement, immigration control, and "other mission-related functions and to provide

associated management reporting, planning and analysis.” It will assist in:

identifying, investigating, apprehending, and/or removing aliens unlawfully
entering or present in the United States; preventing the entry of inadmissible
aliens into the United States; facilitating the legal entry of individuals into the
United States; recording the departure of individuals leaving the United States;
maintaining immigration control; preventing aliens from obtaining benefits to
which they are not entitled; analyzing information gathered for the purpose of
this and other DHS programs; or identifying, investigating, apprehending and
prosecuting, or imposing sanctions, fines or civil penalties against individuals or
entities who are in violation of the Immigration and Nationality Act (INA), or other
governing orders, treaties or regulations and assisting other Federal agencies to
protect national security and carry out other Federal missions.®?

This information will then be shared with other government departments and used in other

programs of surveillance. This includes:

* "to the appropriate agency/organization/task force, regardless of whether it is
Federal, State, local, foreign, or tribal, charged with the enforcement (e.g.,
investigation and prosecution) of a law (criminal or civil), regulation, or treaty, of
any record contained in this system of records which indicates either on its face, or
in conjunction with other information, a violation or potential violation of that law,
regulation, or treaty,"

e "to other Federal, State, tribal, and local government law enforcement and
regulatory agencies and foreign governments, and individuals and organizations"

e during the course of an investigation or the processing of a matter, or during a
proceeding within the purview of the immigration and nationality laws, to elicit

information required by DHS to carry out its functions and statutory mandates
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* "in response to its request, in connection with the hiring or retention by such an
agency of an employee, the issuance of a security clearance, the reporting of an
investigation of such an employee, the letting a contract, or the issuance of a
license, grant, loan, or other benefit by the requesting agency, to the extent that
the information is relevant and necessary to the requesting agency@® decision in the
matter."

¢ "to assist such agencies in collecting the repayment or recovery of loans, benefits,
grants, fines, bonds, civil penalties, judgments or other debts owed to them or to
the United States Government, and/or to obtain information that may assist DHS in

collecting debts owed to the United States government.”
amongst many other recipients.®®

The U.S. Government has already made Visa information available to law enforcement
officials across the country, including photographs of 20 million visa applicants. This
‘'sensitive’ information will be shared with 100,000 investigators across the country who will

have access to seven terabytes of data on foreigners.>*

Some may argued that the increased surveillance at borders poses significant challenges to
civil liberties, to race relations and to the functioning of a free and open society. What is
most alarming about the technologies and policies is how little discussion there has been.
The little attention that these policies have received was either generated by groups and
commentators objecting to the discriminatory aspects of the policies, or the Government
Accountability Office (GAO)®® calling for additional scrutiny. The concerns of the former
group appear to have been heeded, while much more attention is needed to meet the

concerns for the latter.

4.1 Efforts to Ensure Accountability and Privacy

Some systems garner public attention, others don®. US-VISIT never really captured the
public@ attention in the way that others have. We have already seen the political failure of

the Computer Assisted Passenger Pre-Screening System (CAPPS I1) due to privacy and
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technological challenges. Similarly, the Total Information Awareness program lost its
funding when audits and legal assessments found that the money is best spent elsewhere
because of fears regarding Governmental abuse of power.®® Both these systems received
great public scrutiny, however, and in turn to significant Congressional scrutiny, and in turn

to audits and further deliberation.

Another parallel system is the Student and Exchange Visa Information Service (SEVIS),
which compels schools across the country to submit information on foreign students (of
which there are over 500,000). Like US-VISIT, this system is also based on a law from
1996 but was later amended by the USA PATRIOT Act. The purpose of SEVIS was to keep
track of addresses of students, their enrolment status, whether they have a reduced course
load, and monitoring 'optional practical training’,°” on an Internet-based system.®® Despite
assurances that SEVIS was not complex, expensive or burdensome and that it would
provide accurate, unambiguous and current information, the opposite has resulted. In one
situation, 1450 student files were stolen by malicious hackers from the University of
Kansas.® The Immigration and Naturalization Service (INS) also had to extend the deadline
for implementing the system due to complaints from schools that the system was too
cumbersome and was neither responding properly,®® nor designed adequately.®* There have

been additional complaints regarding data integrity and data security.®?> Others have

complained of unfair processes and students being wrongly thrown out of the country.®®

Similarly, the visa regime in the U.S. has transformed in recent years with the inclusion of
biometrics and tighter interview requirements, and this has given rise to concern as well.
According to one report® these new visa processes, are said to be causing delays in
granting visas, and have cost U.S. firms at least 30 billion dollars since July 2002.

According to some critics these burdens to entering borders are hurting the economy.®

What is remarkable is that CAPPS II, TIA, SEVIS and the new visa regime generated quite a
public discourse, while US-VISIT has not, in the U.S. at least. Universities have been vocal
in their objections to SEVIS because of the regulatory implications; industry and academic

organizations have been vocal on visa costs and hurdles. Civil liberties organizations and
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the media were vocal on CAPPS Il and TIA. US-VISIT has not elicited the same reaction,
discourse, and deliberation. Rather, much of the oversight has been provided by the U.S.
Government as a matter of course. The Government Accountability Office has overseen
many of these government projects to assess its costs, complexity, and progress. Its
reports are often critical to the success or failure of a program, as the reports inform and

shape congressional outcomes.

The GAO assessed US-VISIT in March 2004 and declared that it is "inherently risky because
it is to perform a critical, multifaceted mission, its scope is large and complex, it must meet
a demanding implementation schedule, and its potential cost is enormous."®® Pointing to
other data collection and mining initiatives, the GAO warned that the project is 'increasingly

risky’.

The project is also quite costly, particularly as it grows larger and more complex. The U.S.
Government has commissioned a $15 billion contract to fully develop US-VISIT into a
system that creates detailed dossiers on all visitors to the U.S. (even though DHS had
originally budgeted $7.2 billion)®’. The project began with the collection of two
fingerprints, and already it has been expanded to collect all ten fingerprints.®® The system
is likely to include additional biometrics in the future; according to the contract winner,
Accenture: "Pa