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Abstract

This paper introduces the special issue on information systems, identity and
identification. In addition to introducing the papers in the special issue, it
provides a state-of-the-art review of research into identity and identification to
contextualise the contributions of the special issue papers. The paper reviews
research themes in personal and organisational identity as well as research
challenges in identification before considering the interplay between these two
strands.
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Introduction

Answers to the questions ‘Who am I?’, “‘Who are we?’ and ‘How do others
know who I am?’ reveal the complexity of a topic (more accurately series
of topics) that have become increasingly popular in recent years. Scholars
from different organisational and management fields, including informa-
tion systems, have answered the question in a wide variety of ways. From
one perspective, the answer to the question can be found in various forms of
technological identification mechanisms (credentials) such as usernames,
smart cards and official documents like passports. These mechanisms seek
to provide a level of assurance to others as to claims made by the individual —
my state-issued passport can be used to provide others with assurance as
to my name and nationality whereas my username links me to my account
with an online service provider. Where individuals can choose which
mechanisms they use to identify themselves, questions of functionality,
ease of use and cost come to be important.

From another perspective, technology is transforming the way indivi-
duals, groups and organisations think about and define their identity. Some
individuals may define themselves as mobile workers whose smartphones
enable more flexible work patterns than were possible previously. Other
individuals may use social media to experiment with aspects of their identity
online and act in ways that are not possible in the physical world. Groups
may reshape their understanding of who they are as a professional group
if the use of a specific technology forces them to spend time on tasks that
they find less important; for example if they need to do more administrative
work instead of spending time on what they perceive as professional tasks.
Organisations, too, can use social media to project a certain collective
identity or several dominating identities to external as well as internal
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stakeholders. For example, effective use of social media can
help transform external perceptions of the enterprise,
making it appear much more responsive and customer
facing. In addition, technology-enabled capabilities may
reconfigure an organisation’s operations and relationships
with external stakeholders and reshape how it sees itself in
relation to them.

Academically, the analytical separation between what
Lyon (2009) describes as the technological issues of identi-
fication and the social issues of organisational and per-
sonal identity is proving to be arbitrary and increasingly
unhelpful for studying contemporary practice. For exam-
ple, a person’s identity as performed through a social
networking profile, such as a twitter handle, might end
up also being the log — in identification for a series of
unrelated online sites. Similarly, online identification
mechanisms may inform the way individuals, or groups
within an organisation, are perceived by their co-workers
and hence shape their identities as organisational
members.

It was precisely to explore this complex interplay
between information systems, identification and identity
that this special issue was organised. The special issue
solicited original research in information systems that
studied questions of identity/identification. This issue
contains four exemplary papers that examine the role of
information systems in the complex interplay between
identification and identity. Information about the papers,
as well as the review process that was adopted for the
special issue, is given below. However, in order to con-
textualise the contributions that the research presented
in this issue make, it is helpful to begin by reviewing the
current state of research in this space. To simplify things,
this review initially separates out research relating to
personal, social and organisational identity from research
around questions of identification. However, in keeping
with the spirit of the special issue call, the review ends
by explicitly addressing the interplay between technical
issues of identification and social issues of identity. The
review also highlights areas where information systems
researchers can make useful contributions to our under-
standing of identity and identification.

Researching identity

Research of identity in an organisational context has
become increasingly popular in recent years (Albert
et al, 2000; Gioia et al, 2000; Haslam & Ellemers, 2005;
Corley et al, 2006; Cornelissen et al, 2007). The interest in
identity is diverse, reflecting perspectives that originate in
the fields of organisation studies, corporate communica-
tions, social and organisational psychology, personnel
and human resources and strategy and marketing
(Cornelissen et al, 2007). Furthermore, theoretical and
empirical research has explored identity processes as
well as their organisational outcomes at various analyt-
ical levels from personal to social to organisational
(Cornelissen et al, 2007).

The growing interest in identity issues reflects the con-
cept’s centrality to the way scholars from different disci-
plines understand and theorise about organisations and
about the way people act and interact within them.
In addition, it underscores the importance and practical
relevance of the concept to a variety of organisational areas
including strategy (Dutton, 1997), management and
leadership (Gioia & Chittipeddi, 1991; Pratt & Foreman,
2000), inter-organisational collaboration (Beech & Huxham,
2004) and corporate communication (Schultz et al, 2000;
Cheney & Christensen, 2001).

Despite the broad applicability and use of the concept
in general management and organisational studies, it has
only been sporadically used in information systems
research (e.g., Walsham, 1998; Barrett & Walsham, 1999;
Lamb & Davidson, 2005). This is surprising given the
significance of identity to a variety of issues that have
received considerable attention from information systems
researchers such as group and organisational sense-making
(Weick, 1995), the shaping of organisational practices
and change (Gioia et al, 2000; Corley & Gioia, 2004),
organisational learning (Corley & Gioia, 2003) and knowl-
edge work (Nag et al, 2007).

Although identity research in management studies
does not focus on technology in general or information
systems in particular, focusing on identity issues in orga-
nisations has the potential to help scholars to produce
thoughtful and meaningful insights into individual and
collective self-constructions in organisations and into
the interactions between the implementation and use
of information and communications technologies, organi-
sational processes and people.

To explore this potential the next section presents
the concept of identity, in particular with respect to its
application in organisational settings.

The concept of identity in organisations
The increase in theoretical and empirical identity research
in organisational settings can be attributed to the richness
of the concept and the opportunity that it provides to
explore a wealth of issues that are of interest to scholars
from multiple fields. In the organisational domain, this
research spans several levels of analysis, ranging from
individual (or personal), to social, to organisational.
Personal identity typically refers to unique individual
characteristics that are assumed not to be shared with
other people and which do not indicate or derive from
group membership (Alvesson et al, 2008). These character-
istics do not equate, in our view, to what is conventionally
referred to as personality in the psychology literature. For
instance, Jung postulated that personality traits capture
individual differences in terms of their preferences for
acquiring and processing information (Jahng et al, 2002)
and can be described along four dimensions: extroversion—
introversion, sensation-intuition, thinking-feeling and
judgmental-perceptual (Jung, 1971). However, while
personality types are cognitively-based and assumed to
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be consistent across contexts, we conceptualise per-
sonal identity as practice-based, relational and therefore
dynamic (Weick, 1995).

Different from personal identity, social identity refers to
an individual’s perception of him or herself, resulting from
his or her membership in a social group (Tajfel & Turner,
1979). Moving up the analytical scale, organisational
identity is generally understood to be the collective under-
standing of members of an organisation of the features
that are presumed to be central, distinctive and relatively
permanent about the organisation (Albert & Whetten,
1985; Dutton et al, 1994).

Common to most theoretical and empirical accounts of
organisational identity is the view that identity is rooted in
a deep cultural level of the organisation (Gioia et al, 2000),
residing in interpretive schemes that organisational mem-
bers collectively construct to provide meaning to their
shared history, experiences and activities (Gioia, 1998;
Ravasi & Schultz, 2006).

Despite the apparent distinctions separating the differ-
ent levels of analysis, several scholars have emphasised
their similarities and called for a more holistic understand-
ing of identities in organisational contexts. For example,
Alvesson et al (2008) maintained that ‘despite the appeal of
persistent distinctions between personal and social iden-
tities ... we also wish to resist the often arbitrary clarity
of such divisions. Instead ... we develop a sharper eye for
the diverse and fine-tuned ways in which the personal-
social relation might be configured in identity research’
(p- 10). The authors observe the role that personal and
social identities play in each other’s construction. On the
one hand, ‘personal identities necessarily draw on avail-
able social discourses or narratives about who one can be
and how one should act’ (p. 11). Furthermore, self-concep-
tions emerge and develop in reference to a range of
associations, roles and behaviours that tie the individual
to his or her social surroundings. On the other hand, social
identities cannot be formed without individuals that
engage in action and interaction that are informed by
some notions of the self. Thus, the two forms of identity
are intimately intertwined in a way that makes it hard to
examine or understand one in complete separation from
the other.

In accordance with this line of argumentation, several
researchers have attempted to highlight the common
features that personal, social and organisational identities
share. Some have done this by stressing the relational
aspects of identity. As pointed out by symbolic interaction-
ists, personal identity is inherently relational (Sluss &
Ashforth, 2007); one’s self-conception as a powerful leader
can only be achieved with the presence of followers.
Social identity is similarly relational; it is through ongoing
relationships, interactions and comparisons with various
out-groups that the in-group becomes a salient locus for
individual identification and attachment. Organisational
identities are also relational as they are constructed not
only against a backdrop of members’ shared histories and
experiences but also in the context of multiple interactions

in which the organisation is involved with a variety of
outsiders such as customers, competitors and suppliers
(Ashforth & Mael, 1996; Gioia et al, 2000).

Another characteristic of identity in organisations is
its fluidity. Although much of the literature has played up
and focused on the seemingly stable and enduring features
of identity, acknowledgement of its potentially changing
character can be found in recent research on the topic
(Gioia et al, 2000). For instance, personal identity is seen
as a social construction deriving from changing interac-
tions with others. As Weick (1995) puts it, ‘identities are
constituted out of the process of interaction. To shift
among interactions is to shift among definitions of the
self’” (Weick, 1995, p. 20). Social identity is also flexible;
an individual’s representation of in-groups and out-groups
is likely to change as features of the comparative and
normative context undergo transformations (Cornelissen
et al, 2007). Flexibility is also a characteristic of organisa-
tional identity. Changes in the organisation’s environ-
ment and relationships with other organisations are likely
to require modifications to the way members interpret
what is central and distinctive about their organisation.
That is, organisational changes will require members to
actively reinterpret and develop new representations to
symbolically characterise their organisation (Fiol, 1991).

Two additional qualities that characterise identities in
organisational contexts are the role that they play in
informing individual and collective action and their
embeddedness in social discourse and communication.
First, individual actions are performed by actors with
certain dispositions and preferences that derive from their
self-conception. Likewise, social identity orientates the
behaviours of individuals based on inter-group compari-
sons and relationships and the construal of social informa-
tion. Organisational action is informed by organisational
identity that provides a basis for sense-making and renders
a particular repertoire of behaviours appropriate; a ‘green’
organisation is likely to take certain actions to reduce
resource consumption and be associated with relevant
industry and environmental groups to justify its green
identity.

Second, most researchers agree that identity is produced
and reproduced through ongoing communicative activ-
ities that take place within and across people and organisa-
tions. For example, social construction theorists maintain
that personal identities are created, negotiated and chan-
ged through ongoing interactions among multiple actors
(Alvesson et al, 2008). Organisational identity is also
a product of social communication; organisational mem-
bers negotiate, through continuous interactions, a shared
symbolic representation of their organisation that gives a
sense of meaning to the organisation’s actions, objectives
and existence. That distinguishes the organisation from
other social entities in its environment (Gioia, 1998; Gioia
et al, 2000).

To sum, the concept of identity provides a lens for
studying how organisational members give meaning to
their experiences as a basis for individual and collective
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action. Therefore, it offers an opportunity to explore
the interrelationships between the symbolic and the con-
crete organisational domains, as well as to examine the
reciprocity of micro activities and macro phenomena. The
recognition that identity is a foundational notion that is
essential to understand multiple organisational processes
and experiences is evident in the wealth and diversity of
research that has employed the concept. In what follows,
the paper examines the utilisation of the identity concept
in information systems research and characterise its appli-
cation around two themes.

The interrelationship of technology and identity in the
context of systems implementation

The drivers and impediments to successful implementa-
tion of information systems have long been of interest
to researchers. The manner in which identity issues may
be involved in this process has been explored in a number
of studies. Van Akkeren & Rowlands (2007) examined
the assimilation of new information and communications
technologies in a radiologist practice and drew on social
actor theory to analyse the relationships among the radi-
ology practitioners, the technology and the context. The
findings from the case study showed that user-identity can
both inhibit and enable assimilation. Gal et al (2008)
studied the implementation of three-dimensional tech-
nologies into the architecture industry. They proposed
a model to outline the relationship among information
systems, information infrastructures and organisational
identities and suggested that the systems help to form
organisational identities and enable cross-organisational
change. Similar to Gal et al, Alvarez (2008) also emphasised
the co-construction of identity and information systems
and argued that technology, structure and identity are
mutually constitutive. Critically examining the imple-
mentation of an enterprise system, Alvarez discussed users’
power relations, experienced loss of autonomy, isolation
and fragmentation during the implementation process.
Barrett & Walsham (1999) studied the implementation of
an electronic trading system in the London Insurance
Market and drew on work by Giddens to examine its
impact on users’ self-identity. Finally, Barrett & Scott
(2004) also utilised Giddens’ concept of self-identity and
examined how reflexive self-identity is impacted by
increased globalisation and technology use during the
adoption of an e-trading system.

Identity in online communities

In recent years, information systems scholars have mostly
studied identity in the context of online interactions
and communities. For instance, Forman et al (2008) looked
at the relationships between online shopping and consu-
mers’ identity. Drawing on theories of information proces-
sing and social identity theory, the authors suggested
that self-disclosure of consumers’ identity affects the beha-
viour of other shoppers and is positively related to sales.
Ma & Agarwal (2007) studied the impact of community

infrastructure design and identity verification in compu-
ter-mediated communication. Their findings suggested
that identity verification is positively impacted by tech-
nology artefacts and leads to satisfaction and knowledge
contribution in online communities.

A number of researchers tried to explain what makes
online communities successful. Yuqing et al (2012) studied
the success of online communities by examining how they
garner member attachment. They found that strengthen-
ing members’ group identity can increase their attachment
to the community. Strengthening members’ interpersonal
bonds was found to have a similar, albeit weaker, effect.
Highlighting the importance of ‘we-ness’ to online
communities, Fayard & DeSanctis (2010) drew on Wittgen-
stein’s concept of ‘language games’ to explore how partici-
pants of two online forums constructed a collective identity
through discursive practices. Similarly, Sarker & Sahay
(2003) proposed a theoretical model that relates the con-
cepts of communication, virtual team development and
collaboration to understand how virtual teams develop over
time. They suggested that the development of an ‘integra-
tive identity’ across teams is an enabler of successful
collaboration. Kim et al (2012) examined what motivates
people that participate in online communities to purchase
digital items. They found that a decision to purchase such
items is driven by participants’ desire for online self-pre-
sentation. Finally, Dickey et al (2007) studied how custo-
mers and customer service representatives build a shared
context in online chat communication. They viewed
identity as the interpretations that customers have of the
company representatives’ appearance in the chat session.
They described how improvements in peoples’ articulation
of intention and creation of a shared frame of reference may
be valuable in enabling coordination between customers
and customer service representatives.

Having explored research into the notion of identity and
its use in information systems research, the paper next
describes the concept of identification and outlines the
main issues around its application in the information
systems literature.

Researching identification

A recent paper by Smith & McKeen (2011) notes the
increasingly important role that identification plays for
organisations and enterprises. With growing numbers of
services being provided online, from commerce transac-
tions to accessing organisational data assets, organisations
‘must trust that they can identify and authenticate the
customers, businesses, employees and third parties using
them’ (p. 170).

Identification schemes are intended to increase trust
or assurance about identities, particularly online (Bernat,
2011). Cameron (2005), for example, sees the role for
digital identification schemes as preventing a loss of trust
and enabling internet users to go forward with ‘deep sense
of safety, privacy and certainty about who they are relating
to in cyberspace’ (Cameron, 2005, p. 1). He then defines
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a digital identity as a set of claims ‘made by one digital
subject about itself or another digital subject’ (Cameron,
2005, p. 4). It is these claims that the relying party needs
to decide whether to trust and act upon or not.

These claims might be detailed claims that allow the
digital subject to be identified (‘I claim that my name is
Elizabeth Yap’) or simply be authenticated without necessa-
rily being ‘identified’ (‘I claim to be over 18 years old’,
‘1 claim to have special powers obtained in level 3 of the
online game’). The level of assurance needed to support
the claim will vary from situation to situation and an
effective organisational strategy involves a risk-based
assessment of the level of assurance required for a specific
transaction. This will include consideration of how that
assurance can be obtained (e.g., Cabinet Office, 2012).

For example, when subscribing to an online newsletter,
the relying party has no particular need to verify that the
subscriber is really called Elizabeth Yap, yet if this were an
application to receive the tax refund due to Elizabeth Yap
a higher level of assurance to support the claimed identity
would be needed to prevent a fraudulent payment being
made. Similarly, the evidence base for this assurance can
vary. For ‘official’ records like name, citizenship or date of
birth, the basis for the claim might be found in official
government records (Lips et al, 2009), ‘lifestyle’ records
that provide assurance as to where someone lives and what
transactions they regularly complete can be provided by
banks, utility firms and phone companies. In contrast,
assurance about special powers obtained in the online
game would only be relied upon if they come from the
game provider.

Although the claims can refer as much to technological
objects (is this website really the website of the publisher
of this journal?) as it does human subjects, the scope of
this special issue is on human identification systems. For
studies that relate to identifying technological objects, see,
for example, Bose et al (2009).

Identification infrastructures
With the growing importance of identity and trust issues
for online transactions, there is a realisation that the
development of bespoke identification mechanisms to
support trust online is unduly costly and identification
schemes are increasingly becoming interoperable to allow
for cost savings following the reuse of existing systems.
This interoperability introduces its own research and
management challenges and it can be argued that systems
for identification are best conceptualised as identification
infrastructures as they share many of the characteristics
of information infrastructures that have been studied
by information systems scholars (Monteiro & Hanseth,
1995; Star & Ruhleder, 1996; Ciborra & associates, 2000;
Darking & Whitley, 2007; Henfridsson & Bygstad, 2013).
For example, it has been shown repeatedly that infrastruc-
tures often constrain future actions in unexpected ways.
Thus many identification infrastructures seek to reliably
link an individual to some unique identifier, such as

a social security or tax identifier in the public sector or
a unique employee or customer identifier in the private
sector. Nevertheless, any identification infrastructure will
always operate in the context of other existing adminis-
trative records and identifiers. Thus an identification infra-
structure based around social security identifiers might
co-exist with tax records that use their own distinct index
or an enterprise-wide identifier might co-exist with depart-
mental identifiers.

Given the departmental silos that often exist in modern
organisations, considerable effort and resource will be
required if it is decided that one index will become the de
facto identifier for the whole organisation. For example,
Dunleavy (2005) notes that the U.K. tax ministry required
taxpayers to use that ministry’s own taxpayer number rather
than their social security number when filing tax returns
because the tax authority was not prepared to pay the social
security department for the use of their identity data.

Significant resources may also be consumed from what
appears to be the relatively low-level task of redesigning
existing systems to use identifiers with different formats.
For example, Eriksson & Agerfalk (2010) describe the
situation where student identifiers in Swedish university
records systems needed to be updated to allow the sys-
tem to register international students. These changes
were estimated to cost at least €776,000 while more
wide-ranging changes to the format of identifiers in
other associated systems could cost anywhere between
€4,100,000 and €46,000,000 to implement depending
on the technical solution chosen.

Even if these practical issues are addressed, the study of
information infrastructures suggests that during the peri-
ods of transition there will need to be two systems in
existence, with two sets of processes for handling identifi-
cation - one for those within the new system and one for
those still in the old system. Infrastructures are never built
from scratch and they can never be changed all in one go.
At a trivial level, switch-over is always going to take a finite
time and, for most systems, the introduction of a new
infrastructure will be phased over a period of months or
even years, as new equipment and processes are intro-
duced, with associated periods of retraining and organisa-
tional adjustment.

This means that any infrastructure development project
will never cover the whole of the infrastructure, but rather
will need to be developed in conjunction with the con-
straints arising from existing aspects of the infrastructure.
It is therefore very difficult to determine in advance what
the boundaries of the infrastructure will be.

Infrastructures must be able to cope with the dual
constraints of local variety and centralised planning. Issues
of standardisation and interoperability become significant
so that identification credentials can be read across the
whole of the identification infrastructure (Mahler, 2013).
As a result, for example, machine readable travel docu-
ments are based on open standards (ICAO, 2003).

Issues of path-dependency also apply, with self-reinfor-
cing mechanisms often preventing much-needed change
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from arising. This means that once the infrastructure is
initialised, unless it is very carefully designed and mana-
ged, it will be increasingly difficult to make significant
changes to it. Carefully designed infrastructures can be
modularised and abstract key components but there is still
a risk that some design decisions are not as technology
neutral as first thought and will still constrain future
decisions in unexpected ways (Whitley, 2013). Similarly,
other features of the scheme, such as the use of biometrics
(see below), might result in significant management chal-
lenges as biometric technologies advance (Carter, 1998;
Bowyer et al, 2009) including the risk of needing to re-
collect large numbers of new biometrics from the user
population. As a result, most key decisions about infra-
structures have to be taken at times when knowledge
about the factors that are affecting the decision is limited.
Similarly, there is often a constrained period of time when
such decisions can be taken (Ciborra & Associates, 2000).

Another important challenge faced by infrastructures
relates to the question of paying for them. It is important
to understand the purpose of charging. Charges are some-
times used merely to manage an infrastructure to ensure
against abuse, or to pay for processing charges and possibly
for revenue generation. For example, should relying party
users of the infrastructure simply pay for the use of
a service that verifies a particular individual, or should
they also contribute towards the ongoing maintenance of
the system from which they receive these indirect bene-
fits? Should such contributions also cover the cost of
enrolment into the system, or is this cost to be solely
associated with the individual who obtains the identifica-
tion credential? As the infrastructure becomes increasingly
widely used, further issues of costing arise. Should the cost
of use be fixed over time, or should the costs be based on
some estimate of long-term stable usage patterns? Can
costing models incorporate potential increased usage that
arises from unexpected uses of the identity scheme? The
relatively low take up of applications that use the features
of identity credentials, such as digital signing etc., across
the world is evidence that the problems of valuing identi-
fication services and providing a resilient business models
have not yet been solved (IAS Project, 2011).

More generally, identification mechanisms raise signifi-
cant policy, technological, managerial and societal ques-
tions that have been studied by information systems
researchers among others, at different levels of abstraction
and adopting a diverse range of research approaches
(Halperin & Backhouse, 2008). A large proportion of this
literature focuses on national identification schemes but
the issues that are raised have counterparts in enterprise-
level schemes. The remainder of this section reviews these
questions in more detail.

Policy questions

The decision to introduce or upgrade an identification
infrastructure is one of the most important policy deci-
sions taken by an enterprise or the state (Whitley &

Hosein, 2010a) and there can be significant administrative
and social consequences of their use (Bennett & Lyon,
2008; Kerr et al, 2009). There are many reasons for doing
this. Commonly espoused reasons include simplifying
citizens’ access to public services, increasing trust in online
transactions, seeking to address various forms of fraud,
terrorism prevention and managing borders (Koops
et al, 2009). In the private sector, the identification infra-
structures may seek to manage and control employee
access to resources (both physical and electronic) and
monitor their location and performance (Seltsikas &
O’Keefe, 2010). With broad reasons being espoused for an
identity policy, there is a real risk of unclear focus, scope-
creep and even incompatibility (Whitley & Hosein,
2008a). For example, a policy to simplify e-government
interactions might not be particularly effective at addres-
sing illegal immigration; a policy to use biometrics to
record when employees check in and out of work may
run counter to moves to empower employees.

National schemes are typically intended to provide
a secure means by which citizens can assert claims about
their identity (Barnard-Wills & Ashenden, 2011). For
example, although passports have their origins in travel
documents confirming a right to leave a country, they are
nowadays also seen as high integrity documents that
confirm citizenship and are evidence to support a claimed
right to work in a country. Driving licences are another
form state-issued credential that is frequently used for
these purposes. Increasingly, national identity schemes
are also being used for online transactions with e-govern-
ment services (Bernat, 2011).

National identity schemes include the failed U.K.
national identity scheme (Beynon-Davies, 2011), the new
Indian Aadhaar scheme (Ramakumar, 2010; Krakovsky,
2011; Romero, 2012) and the ongoing U.S. REAL ID
initiative (Rotenberg, 2006; Gates, 2008) as well as existing
identity schemes found in many countries (see, e.g., the
reviews by Arora, 2008; Bernat, 2011).

A distinguishing feature of state-issued identity creden-
tials (historically often taking the form of a physical book
or plastic card) is the important role of identity proofing/
verification that takes place before the credential is issued.
Traditionally, an individual’s claims about name, citizen-
ship etc. were checked against existing public and private
sector records such as voter registration lists, birth regis-
ters, tax records or credit reference agency databases (Lips,
2013; Cabinet Office, 2013b). For private sector enter-
prises, other than for situations that require detailed
personnel vetting, the proofing process typically piggy-
backs on existing national schemes. For example, before
hiring a new employee the individual may need to demon-
strate a legal entitlement to work that is supported by
a suitable passport or work permit.

These schemes raise challenging issues about technol-
ogy adoption and use. Considerable research evidence
suggests that adoption is likely to be influenced by the
perceived usefulness and ease of use of the technology
(e.g., Davis, 1989; Davis et al, 1989). That is, technology
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that is perceived to be useful and easy to use is more likely
to be adopted than technology that is not perceived to
be useful or which is difficult to use.

An important nuance in this literature, however, relates
to whether the use of the technology is compulsory or
voluntary (Wu & Lederer, 2009). That is, in an environ-
ment where use of the technology is compulsory, issues of
perceived ease of use and perceived usefulness are likely to
be less significant. In addition, it is often assumed that
understanding the voluntariness of technology usage is
unproblematic (Moore & Benbasat, 1991). In many cases,
however, identity credentials become a de facto part of
many transactions with government and private sector
organisations even if there is no legal compulsion to
possess or carry them (Perri 6, 2005). For example, to
address concerns about identity fraud individuals may
need to show their identity credential when paying using
a credit card. Such cases are nominally voluntary but are
effectively compulsory and it is unclear whether existing
research results about the voluntary adoption of techolo-
gies apply to them.

Technological issues

Technological decisions about the design of identification
systems have also been widely studied in the literature.
These can range from choices between using contact
and contact-less smartcards to decisions as to whether to
verify identity against information held on the card vs
checking identity claims against a centralised database.

Another important technological choice relates to the
use of identifiers. As noted above, changing the format of
an identifier can have significant cost implications for
system and process redesign (Eriksson & Agerfalk, 2010).
Further problems arise if the identifier is in the form of
a ‘smart number’, for example, incorporating gender, date
of birth or place of birth in the identifier code. In addition,
cultural sensitivities surround particular identifier patterns
where numbers like ‘666’, ‘4’ or ‘8’ might be popular or
problematic according to context.

Similarly, it is possible to use single or multiple identi-
fiers across a range of services (Otjacques et al, 2007). The
widespread use of a single identifier, such as the social
security number in the U.S., is known to be problematic
and potentially increases rather than reduces fraud
(Garfinkel, 1995; Berghel, 2000; Froomkin, 2009).

Within Europe, France explicitly does not use a single
identifier to link government records across departments
(Whitley & Hosein, 2008b). Hungary and Germany expli-
citly ban the use of a single identification number for
citizens, citing data protection concerns, while France,
Lithuania and Italy are very restrictive and limit the data
directly linked to the identification number to a minimal
data set. Similarly, countries like the Czech Republic do
not allow shared databases across government depart-
ments (Otjacques et al, 2007).

The Austrian e-government initiative has introduced
a novel technology-based solution, where all Austrian

citizens are registered on a national Central Register of
Residents but have a variety of identification numbers
that link to the central records via sector-specific tags and
strong encryption algorithms (Otjacques et al, 2007;
Aichholzer & Strauss, 2010).

Biometrics are another important technological compo-
nent of many identity schemes (Mordini & Massari, 2008).
Biometrics can include face, signature, fingerprint and iris
patterns (Daugman, 1998; Kabatoff & Daugman, 2008;
Neyland, 2009; Shaikh & Rabaiotti, 2010) and technologi-
cal processes transform the image of the biometric into
a numerical template which can then be automatically
compared against other biometric templates although
expert manual checking of matches is also often required
(Davis & Hufnagel, 2007).

Some authors see biometrics as ideal ways of linking
an identity back to an individual (Jain et al, 2004; Jain,
2007; Kabatoff & Daugman, 2008; Bromby, 2010). Other
research, however, sees the role and effectiveness of dif-
ferent biometric techniques as problematic (Bowyer
et al, 2009) and raising specific policy issues (Hornung,
200S). These include systematic exclusion issues that can
arise when individuals are unable to provide usable bio-
metrics (Gates, 2005; Wickins, 2007; Magnet, 2011).

The apparently clear link between biometrics and
a unique physical identity has also been questioned, for
example, in the case of transgendered individuals (Currah
& Mulqueen, 2011; Martin & Whitley, 2013).

Cryptographic techniques, enabled by smart-cards and
other secure chip-based processes (such Subscriber Identity
Module (SIM) cards) offer the opportunity for citizens to
make use of digital signatures in public and private trans-
actions. For example, the Estonian Digi-ID is seen as an
exemplar in that in addition to being an identity card that
can be used for identification purposes online it can also
be used to provide electronic signatures (Estonia Digi-ID,
2013).

Similarly, different technological implementations of
an identity credential can offer different levels of privacy
protection for citizens (Van Alsenoy & De Cock, 2008;
ENISA, 2009). Indeed, Birch (2009) argues that technolo-
gical infrastructures can deliver identity solutions that
deliver far more than politicians, professionals and the
public imagine. One instantiation of this is the privacy-
enhancing identity credential offered by Touch2id,
a U.K. company that incorporates fingerprint biometrics
to address a specific policy challenge namely proof of age
claims (for the purchase of age-restricted products such
as alcohol). As Birch (2009) notes, in such situations, the
only thing the relying party needs to know is whether the
person is over the required age or not. It is not necessary
to know the person’s name, address or even their date of
birth.

Having enrolled with Touch2id (which involves gener-
ating the unique fingerprint biometric template and stor-
ing it on a smart-card, Near Field Communication service
or mobile phone ‘sticker’ alongside a verified date-of-birth
and other system information), the young person is free
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to use this credential to prove their age. For example, when
entering a bar, they present their credential to a reader
device and present their fingerprint on the reader, where
a second fingerprint biometric template is generated from
the presented fingerprint. If the templates match and the
date-of-birth stored on the chip confirms that the person is
old enough to be served on that day, a green light flashes
and sound is generated confirming that the person can
be served.

Touch2id therefore provides a form of ‘zero-knowledge
proof’ for the claim that an individual is old enough to be
served. It does so without revealing anything other than
the veracity of that claim. The bar owner checking
whether someone is allowed to be served can do so with
a sufficient level of assurance in this claim (the date-
of-birth has been verified and the person presenting
the credential is the person that it was issued to) and
without generating an archival record of who visited
which bars when (Whitley, 2013).

Managing and controlling identity schemes

Given the role that identity schemes play in maintaining
and enhancing trust, particularly in online transactions,
it is increasingly important that the schemes are securely
managed and controlled (Smith & McKeen, 2011). For
example, as possession of a valid passport is accepted
as proof of citizenship, entitlement to public services and
the right to work, particular care must be taken to mini-
mise the risk of passports being incorrectly issued to
individuals and of plausible fake passports entering circu-
lation (e.g., De Cock et al, 2008). This implies that security
and management controls must be in place throughout
the identification life cycle.

Despite having their origins in financial audit and
control, these concepts are increasingly being applied to
the management of information systems in areas such as
financial reporting and data quality (e.g. Bai et al, 2012;
Li et al, 2012). Many of the same insights can apply to
management controls around identification data, for
example, balancing the need for regular external audits
to maintain confidence in the process with the costs and
disruptions associated with the auditing process.

For example, the means by which an individual enrols
into an identity scheme needs to be carefully controlled
to ensure that only eligible individuals are enrolled, that
any biometrics are taken properly (Rehman-Greene, 1998)
and that the claims they make to support their enrolment
are checked to a suitable level of assurance (e.g., Cabinet
Office, 2013b). Many of these checks rely on the integrity
of the original ‘breeder’ documents (Berghel, 2006;
Collings, 2008) in that if the underlying records contain
errors or are incomplete, the risk of fraud or incorrectly
issued credentials increases.

The existence of suitable management controls should
prevent cases such as one reported in relation to the Indian
Aadhaar scheme where a coriander plant was issued its
own unique identity number (The Tribune, 2012).

Similar controls need to be in place for the secure
production and delivery of identity credentials such
as cards or passports. The production process typically
includes features that make them tamper evident and
difficult to fake. For example, the U.K. government has
issued a 16-page booklet that provides details of (some of)
the security features that can be checked in a British
passport including laser perforated numbers, hologram
patches and features that can only be seen in ultra violet
light (HM Passport Office, 2011) although these features
only provide protection if they are actually checked.

With identification infrastructures increasingly using
cryptographic measures on their smart chips etc., the
management challenges of building and maintaining
large-scale public key infrastructures (PKI) remain very real
(Backhouse et al, 2005). Indeed, for many countries and
enterprises the technical challenges of managing complex
components of the identification infrastructure like PKI
means that the process is frequently outsourced. Despite
this, not all public and private sector enterprises have
sufficient internal capabilities to effectively manage such
outsourced relationships (Willcocks et al, 2007; Cordella
& Willcocks, 2010; Weigelt, 2013).

From the perspective of individuals, many countries
place specific legal restrictions on whether data can be
shared without the individual’s consent or processed
outside that country’s legal jurisdiction. Any proposals
to outsource aspects of the identification infrastructure
therefore need to include consideration of these issues
(European Parliament, 2012).

Societal questions

Societal concerns about identification schemes are among
the most widely studied in the information systems and
related literatures. Indeed, failing to address legitimate
concerns about the nature and scope of an identification
scheme can result in limited take up or even abandonment
of the scheme, with associated reputational consequences
(Whitley & Hosein, 2010b).

Some of the most critical literature emerges from the
field of surveillance studies. These studies seek to under-
stand implicit and explicit surveillance capabilities
of technological systems where the watching over of
individuals goes well beyond idle curiosity (Lyon, 2007;
Ball et al, 2012). In the context of identification systems
the collection edited by Bennett & Lyon (2008) provides
international perspectives on surveillance and identifica-
tion. Similarly, Lyon (2009) specifically highlights the role
of what he describes as the ‘card cartel’ whereby big
business implements identification systems for enterprises
and countries and, in many cases, even helps create the
market for such services (cf. Pollock & Williams, 2009).

Concerns about surveillance abuses by government have
been particularly prominent in certain European countries
(e.g., Home Affairs Committee, 2008; FIPR, 2009; Hornung
& Schnabel, 2009; European Parliament, 2012). They have
been conceptualised as means by which the state might
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‘govern by identity’ (Amoore, 2008). Particularly conten-
tious is the role of identification credentials for recent
immigrants (Thomas, 2005; Broeders, 2007; Sadiq, 2009)
where constant checking of their identification documents
might be seen as a form of profiling and problems issuing
credentials might limit their ability to participate in elec-
tions (e.g. Atkeson et al, 2010).

Other surveillance concerns can arise as direct conse-
quences of technological decisions. For example, the
choice to perform identity checks against centralised
registers risks leaving detailed audit trails of where and
when a particular individual had their identity verified.
These records can soon build up detailed behavioural
profiles of the individuals concerned (Home Affairs
Committee, 2008). Other forms of centralised databases
of identity data raise other ethical concerns, particularly in
the context of totalitarian states (e.g., Bing, 2009).

The use of biometric technologies is another area that
raises complex policy, legal and ethical issues (Alterman,
2003; Hornung, 2005; Introna & Nussenbaum, 2009)
particularly in relation to broader ethical questions about
privacy and data sharing (Davies, 1998; Sprokkereef &
De Hert, 2007). Specifically, many raise the concern that
biometrics, unlike passwords, are irrevocable. That is, if the
biometric becomes compromised its very nature means
that it is impossible to issue the individual with a replace-
ment fingerprint.

Biometrics also differ in how they can be captured and
in terms of their association with other activities in
society. For example, while face biometrics are widely used
and accepted they can be also be captured remotely (and
surreptitiously) while iris biometrics need specialist
devices to capture them and using fingerprints may carry
strong associations with criminality.

These privacy and surveillance concerns, whether
founded or not, are likely to affect the choice, take up and
use of identification credentials, particularly if individuals
have a free choice around their use. These factors have
been examined in the information systems in a number of
recent studies. For example, Dinev et al (2008) report that
concerns about government intrusion were related to
privacy concerns and affected the willingness to disclose
personal information, results echoed by others (Bailey &
Caidi, 2005; Lim et al, 2009). Other studies have extended
the scope to include specific consideration of biometrics
in national identity schemes (Ng-Kruelle et al, 2006;
Li et al, 2008).

Given these concerns about privacy and surveillance by
the state, an emerging research area surrounds the notion
of identity rights. This seeks to understand, from an ethical
and empirical basis, what expectations individuals may
hold around the use of identification systems (Hoikkanen
et al, 2010). Indeed, a number of recent identification
proposals have explicitly sought to redefine the nature
and scope of the infrastructures to address concerns about
privacy and surveillance, putting the citizen’s needs at the
core of the process (Sir James Crosby, 2008; Rahaman &
Sasse, 2010; Schwartz, 2011; Cabinet Office, 2013a).

On the interplay between identification and
identity

As noted at the start of this review it is often helpful to
make analytical distinctions between studies of identity
and studies of identification. Nevertheless, in the real
world this academic distinction is becoming increasingly
blurry and technology is increasing the interplay between
identity and identification. This section presents two cases
where technology is transforming the interplay between
the two. One starts from identification, the other from
identity. These are followed by a discussion of future
directions for research into identity and identification.

Obtaining legal identity

Individuals in a modern state expect to be able to partici-
pate fully in its social, political and economic life. That is,
they expect to benefit from the rights and protections that
are bestowed by the state including education, healthcare
and social security. They anticipate fulfilling their duties
like voting and wish to be able to participate in economic
activities by having access to banking and credit services,
property titles and inheritance. This inclusion often pro-
vides the foundation for the establishment of social iden-
tity, which constitutes that part of an individual’s self-
conception that derives from his or her membership in
particular social groups (Tajfel & Turner, 1979). Through
participation in the life of the state, citizens enhance their
sense of belonging to it and develop a social identity that
reflects the state’s perceived nature.

Underlying such citizen participation is the notion of
legal identity, namely the recognition by the state that the
individual exists and is therefore afforded these various
rights and responsibilities. If this legal identity is missing,
people can find themselves effectively excluded from
many of the basic activities in society and with a dimin-
ished base from which to form their social identity.

Thus, despite the concerns about state surveillance out-
lined above, for many obtaining a legal identity is an
important step towards citizenship (Murakami Wood &
Frimino, 2009). Legal identity has been defined as ‘legal
civil status obtained through birth registration and civil
identification that recognises the individual as a subject
of law and protection of the state’ (Harbitz & Molina,
2010). Thus it can be understood to be the combination of
factors that enable a person to access rights, benefits and
responsibilities.

Legal identity involves the registration and documenta-
tion by the state of various forms of personal data as
outlined above. Legal identity or citizenship identifies
who is subject to the rights and obligations conferred
by the state and who is not. Focussing on legal identity
highlights some of the ways in which problems with
registration can arise. For example, there may be a failure
to register the individual either correctly or even at all. It
is estimated that 51 million children a year worldwide
are still not registered at birth (UNICEF, 2007) as parents
may not recognise the importance of birth registration
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or the procedures are too difficult to follow. Novel
approaches to address these problems include the use of
mobile devices to support birth registration in remote rural
areas. Incorrect registration of births can cause problems
in later life where it becomes impossible to match the
adult claiming a particular legal identity to what might
have been ‘registered’ at birth. Other problems can arise
when names and details in indigenous languages are
transliterated into the form and format required by the
identification infrastructure (AllAfrica.com, 2010).

Nevertheless, when legal identification mechanisms
are updated and well managed, important questions of
national identity can be addressed and can provide sig-
nificant benefits in terms of social stability and economic
development. For example, legal identity in Peru has been
the key to participation and inclusion and has contributed
to solidify the democracy, particularly following the inter-
nal conflicts in the 1980s (Harbitz & Boekle-Giuffrida,
2009). RENIEC (Registro Nacional de Identificacién y
Estado Civil) is the independent civil registration institu-
tion in Peru that has generated high levels of citizen trust.
It was created in 1995 after the new Peruvian constitution
was approved.

During the internal conflict many local registration
offices and associated registration books were burned or
vandalised. As a result a number of individuals were left
without documentation and consequently extremely vul-
nerable (Orihuela, 2009). Through the work of RENIEC
and associated bodies to re-enable the infrastructure
responsible for legal identification, Peru illustrates the
interplay between symbolic and organisational domains
in enabling all citizens to form their social identity and
history as Peruvians.

Extending personal identities

The use of social networking sites has grown considerably
in recent years. During this time the focus of social
networking use has shifted from platform to platform, for
example, from MySpace and Second Life to Facebook and
now, increasingly, to Twitter, Instagram etc. This shift
seems to reflect a combination of fashion, technological
developments and network externalities as much as intrin-
sic hedonistic motivations for using the services.

In some cases, social networking sites provide an oppor-
tunity for individuals to explore aspects of their personal
identity in a medium that transcends the physical con-
straints of the body and affords flexible social interactions
across spatial and temporal boundaries. Other social net-
working sites, such as LinkedIn, are used by individuals to
enact a professional identity and develop it by establishing
relationships with and seeking endorsement from other
professionals in their field. The membership of the same
individual in both professional and social networking
websites may create tensions between that individual’s
personal and professional identities and thus require stra-
tegies to manage the boundaries between them (Ollier-
Mala Terre et al, 2013).

The enactment of online identity and management
of multiple identities across different online domains is
bound together with issues of identification. Many social
networking sites invoke a ‘real names’ policy and dis-
allow the creation of multiple accounts by a single
individual (Tene, 2013). Despite this, these sites are now
replacing online bulletin boards and multiplayer games
as the environment where such identity play takes
place (cf. Turkle, 1996). For others, however, having
a single, authenticated online identity for social or busi-
ness purposes is considered essential (van Dijk, 2013).
Thus, LinkedIn profiles and their associated endorse-
ments and recommendations become valuable sources
of social capital, particularly for employees seeking to
change jobs.

Given this emergent value of both the social network-
ing profile and its network of associations, there are
growing pressures to use this (social network) data about
connections and endorsements as part of the identity
proofing processes for more formal identification pro-
cesses (Martin & Andrade, 2013). The practical and
research challenge, therefore, is to determine the level of
trust (assurance) that can be given to an individual’s
social networking profile where that profile has connec-
tions and endorsements from other known members
of the relevant community as well as personal connec-
tions. Other challenges arise from concerns about using
private sector rather than public sector data to perform
this duty (Lips, 2013).

Particularly significant is the risk of fraud whereby a fake
account is set up and becomes linked up with large
numbers of other (faked) accounts. Managing the risk of
such fake profiles is becoming understood in the context
of customer review sites (Scott & Orlikowski, 2012) and
social networking identities may be more difficult to fake
systematically (e.g. the level of assurance is based not only
on the number of connections to other (fake?) profiles but
also on the extent to which these further connections have
realistic behaviour profiles in terms of activities like post-
ing and commenting).

Situations of online harassment (BBC News, 2013)
provide a related context where there is an interplay
between concerns of identification and the enactment
of personal or professional networking identities. Abusive
behaviour in social networking sites is common and may
lead to negative repercussions to individuals’ online, as
well as offline, identity and social status. Although it is
currently possible to create online profiles without any
form of identity checking, the prospect of formally link-
ing online profiles to verified national identification
credentials, as is the case in some countries, is very real.
It is recognised that in online discussion and decision-
making fora, there are many benefits to allowing
anonymous/pseudonymous contributions. The effect of
making identification linkages in social networking sites
stronger is less well understood and while addressing
concerns about abuse and criminality may also have
undesired negative consequences.
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Future directions for research in identity and
identification

Given the wide scope of concepts and their limited
application in the information systems literature to date,
there are multiple opportunities to use them in future
research. This section outlines some research opportu-
nities, starting with identity-related research questions.

Manipulating identity to facilitate organisational
processes

In line with the functional tradition, much research treats
identity as a tangible construct that can be gauged,
assessed and intentionally manipulated through manage-
ment interventions to achieve desired organisational
consequences. For example, some studies suggest that
members’ level of identification with their organisa-
tion impacts decision-making processes, group cohesion
(Ashforth & Mael, 1989) and member commitment (Sass
& Canaray, 1991). Other research maintains that the
emergence of a collective identity influences the way
members interpret and react to issues facing the organisa-
tion (Dutton & Dukerich, 1991; Gioia & Thomas, 1996)
by influencing the importance that members assign to
them.

The theoretical framework most often associated with
this approach is social identity theory (Tajfel & Turner,
1979). The theory’s main premise is that people’s identity
derives from the groups to which they believe they belong.
Because people strive to maintain a positive self-identity,
they will tend to favourably compare their in-group to
external out-groups along valued dimensions. Applying
these ideas to the organisational domain, it has been
argued that organisational identity is merely a form of
social identity, one that is associated with perceived
membership to an organisation (Haslam, 2001). Therefore,
one’s degree of identification with the organisation pro-
vides the basis for a range of organisational behaviours
such as leadership, group motivation and willingness to
take on organisational roles and exercise collective power
(Turner, 2005).

Opportunities for researchers in this approach are var-
ied. For example, one could look at the role of technology
in facilitating the creation and maintenance of organisa-
tional identification among group members. As identifica-
tion with the organisation is assumed to have a decisive
influence on a range of organisational actions, being
able to control and manipulate the identification pro-
cess becomes an important managerial issue. Therefore,
research that looks at the way technology can assist in
accomplishing this in different organisational situations,
such as geographically distributed or virtual teams, can be
particularly valuable.

Another research possibility lies in examining the
impact of members’ identification levels on their willing-
ness to accept new technologies. Technology acceptance
research is one of the most substantiated in the field.
This area can be considerably enhanced by examining
how the emergence and strength of social identities

influence the propensity of users to adopt and use a new
technology.

Understanding the impact of organisational processes
on identity

Whereas the research described in the previous section
aims to target and utilise identity to produce effective
organisational behaviour, another line of inquiry is pri-
marily interested in understanding human experience in
organisational settings. Rather than directly serving orga-
nisational interests, such inquiry looks to gain in-depth
insights into people’s subjective reflections on who they
are and what they do in the context of the organisations in
which they work and in relation to the technologies that
they use (Alvesson et al, 2008). This approach focuses on
how people weave organisational narratives with personal
experiences to construct identities that provide a sense of
meaning and continuity over time and across geographical
locations (Ravasi & Schultz, 2006). This construction
process is often referred to as ‘identity work’, a term that
is meant to emphasise the continual and dynamic nature
of identities in organisational settings and their capacity to
change and adapt to accommodate transformations that
take place within or outside the organisation.

This idea is demonstrated in a number of studies such as
Fiol’s (2002) examination of an organisation named Tech-
Co. During the 1970s and 1980s Tech-Co had a stable
organisational identity as an engineering-driven data sto-
rage company. However, during the 1990s, the computer
storage industry as a whole was undergoing significant
changes from a hardware and engineering mindset to
a mindset of information management and storage solu-
tions. Fiol followed the transformation in Tech-Co’s iden-
tity as the company attempted to adapt to the changes in
its environment (Fiol, 2002).

Some research that used the concept of identity is
similar in nature. For instance, Lamb & Davidson (2005)
described the transformations in the professional identi-
ties of groups of scientists associated with the introduction
of a new information system. Similarly, Gal et al (2008)
studied the transformations in the identity of an orga-
nisation in the American architecture industry as it
adopted new systems while Walsham (1998) and Barrett
& Walsham (1999) explored the links between the intro-
duction of new information and communications tech-
nologies and changes in the identities of groups of
professionals in the London Insurance Market. This kind
of research can enrich our understanding of how indivi-
duals, groups and organisations incorporate technology-
enabled changes in their environment into ongoing
identity work; how new technologies get interpreted and
feed into the way people perceive themselves and their
organisations; how ongoing enactments of organisational
interactions, practices and identities are influenced by
the introduction of new technologies; and what role
existing identities play in sense-making processes of new
technologies.
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The interplay between technology, identity and power
A third approach that incorporates identity issues in
research focuses on power relations and repressive dis-
courses that exist within and across organisations. These
relations and discourses impose certain normative
demands, behavioural scripts and cognitive frames that
shape individual, group and organisational identities,
both explicitly and implicitly. Drawing on a critical
research perspective, this approach challenges some of
the basic assumptions that characterise the previous two
approaches outlined above, most importantly, that indivi-
duals and groups freely construct their identities and
(challenging the first approach) that these identities
will have beneficial outcomes both for the individuals
involved and the organisation (Alvesson et al, 2008).

A prominent theme in critical identity research is
managerial interest in controlling employees through
the regulation of their identities. Efforts to establish a rigid
organisational environment that funnels identity con-
struction in specific ways are given prime consideration.
Attention shifts to the role that organisational elites play
in generating discursive regimes and material arrange-
ments that pose strict limitations on identity construc-
tion in ways that are deemed congruent with broad
managerial objectives. For example, discourses of quality
management, service management and knowledge man-
agement provide a rich vocabulary and conceptualise the
organisation and its relationship with its members in ways
that form and define certain identities, such as ‘the knowl-
edge worker’. Identities can also be constituted by refer-
ence to their location within a broader organisational or
inter-organisational scheme and in terms of their relation-
ships to others. For instance, in a study of an advertising
agency, Alvesson found that reference to other agencies as
amateurish and insincere tended to be interpreted as
communicating professionalism and honesty as desirable
attributes to be possessed by members of the researched
agency (Alvesson, 1994).

Identity research in information systems that adopts
a critical stance can build on existing work in the field that
has examined the repressive impact of technology on
people’s privacy (Zuboff, 1988), capacity to exercise their
agency (Kallinikos, 2004) and on the way organisational
action and discourse are induced through the imple-
mentation of new technologies (Doolin, 2002, 2003). In
addition, there are also fruitful insights from the critical
literature that examines the surveillance capabilities of
identification mechanisms. Future research can examine
how systems are used to impose certain discourses that
facilitate the construction of particular identities; the role
that they play in the distribution of material and symbolic
resources within and between organisations and the way
these resources are used to construct different identities;
and the mechanisms through which information systems
structure communicative activities within and between
organisations and how these communicative activities
(that may be power-laden, asymmetrical, or exploitive)
are incorporated into identity construction processes.

Researching the complexities of identification
infrastructures

Identification also raises many areas of research that can
be of interest to information systems academics. Of parti-
cular note is the extent to which themes which were kept
separate in this review are inextricably intertwined and
co-producing.

For example, the use of biometrics in an identification
scheme may be driven by a particular policy agenda
(keeping each person’s identity unique) but this has
significant implications for the technological design of
the scheme (what kinds of biometrics will be collected?
will the biometrics be held on a smart-chip or only
accessible on a centralised database?) that themselves raise
management and control issues (how to ensure that the
enrolment of biometrics will securely link the biometric
to the individual) as well as societal concerns (how will
the user population react to the choice of biometrics
used by the scheme?).

In the same way, identification infrastructures that are
intended to address specific societal and policy concerns,
for example by being privacy friendly might be dependent
on strict enforcement of both technological and organisa-
tional controls including audit to ensure that privacy
requirements are adhered to.

Identification systems therefore provide distinctive
environments for studying emerging issues in existing
information systems research. For example, there is
a growing body of research into the design of effective
security control mechanisms and why they are often
ignored. This research can be applied to the identification
life cycle.

More generally, the scope and reach of identification
infrastructures challenge information systems researchers
to assess adoption intentions that apply to whole popula-
tions and not just subsets based on university students and
other digital natives. With increasingly ageing but online
populations, the usability and convenience of identity
credentials also needs to be studied carefully.

Sensitivity to societal concerns, particularly regarding
privacy and surveillance, raise novel methodological
research challenges. For example, while it is common to
use samples of ‘regular internet users’ or students for
many studies (Compeau et al, 2012), individuals with
strong views on privacy might explicitly choose not to
participate in such studies, leading to significant bias in
reported research results (Haggerty & Gazso, 2005).

Another methodological challenge relates to the inter-
play issues alluded to above. Information systems research-
ers are only beginning to grapple the analytical study of
large, complex systems that identification systems typify.
There is considerable scope for a more fruitful exchange
with related disciplines (such as public administration and
management) which have more experience with this kind
of complexity but typically downplay the role of the
technological artefact (Dunleavy et al, 2006).

Identification schemes are not restricted to national
schemes and there is far less published research that
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explores the interplay of policy, technology and manage-
ment questions around identification at the organisation
level. For example, there is a need for research similar to
that of Eriksson & Agerfalk (2010) that details the practical
cost implications of changes to existing systems, such
as changing the format of identifiers or upgrading
credentials.

Given the significant contributions that information
systems researchers have made to the study of trust in
online applications, the development of new forms
of identity credential at the organisational or national
level provide ideal opportunities for studies of changing
trust perceptions and adoption/non-adoption intentions,
particularly in involuntary and pseudo-voluntary sce-
narios. For example, how do measures to improve the
registration of legal identities transform notions of trust
in government?

A second trust-related issue focuses on the trust that
institutions can place on online data. With individuals
spending increasing amounts of time online the evidence
base for understanding the extent to which an online
persona (such as a Facebook, LinkedIn or Twitter profile)
might be trusted (e.g., as part of the identity proofing
process) or faked is growing significantly and is open to
large-scale data analyses.

Biometrics are relatively under-studied by information
systems yet with fingerprint biometrics increasingly find-
ing their way into consumer products alongside their
wider use in enterprise environments, up-to-date studies
of consumer attitudes to biometric systems is urgently
required.

Finally, from a management perspective, the use of
advanced identification systems introduces novel risks
and liabilities, such as those associated with zero knowl-
edge proofs and third-party accredited credentials. Under-
standing the commercial and administrative responses to
these risks offers another research opening in identifica-
tion-related research as does consideration of audit and
compliance mechanisms.

Explicitly considering the interplay between identity
and identification opens up new research agendas and this
will be illustrated in relation to the papers presented in the
special issue (see below).

Preparing the special issue

As the preceding sections have illustrated questions of
identification and identity cross many disciplinary bound-
aries and challenge the arbitrary distinction between aca-
demic research and real-world practice. The two special
issue editors (Whitley and Gal) therefore decided that the
special issue be supported by an International Advisory
Team that drew on specialists both from academia and
those whose professional work relates to practical issues of
identity and identification (see Table 1). The advisory team
was truly international in scope, coming from all three AIS
regions although we were unable to achieve a perfect
gender balance in the final team. Members of the advisory

team were invited, and encouraged, to submit papers to
the special issue and a number did so.

A total of 51 papers were submitted to the special issue,
although of these 11 were completely out of scope for
the special issue (and even the journal itself — an inter-
esting case of mis-identification?). Thus, 40 papers were
suitable for being sent out for review. Each of the editors
managed the reviews of papers within their area
of specialisation (Whitley for identification, Gal for
identity) unless there were actual, or possibly perceived,
conflicts of interest, in which case the other special issue
editor managed the review process for the paper. The
editors checked the papers for suitability (and desk
rejected a further four papers) and identified appro-
priate reviewers for the remaining papers with each
paper being reviewed by three reviewers. These were
drawn from the advisory team and from the other
authors submitting to the special issue and other
academics. In addition, a number of papers were sent to
industry-based experts for their assessment of the ‘real-
world’ contribution of the research (particularly among
the ‘identification’ papers). These experts were frequent
commentators and authors of influential industry and
governmental reports in the identity/identification area
questioning the claims made by some that the rigour/
relevance divide between academia and industry cannot
be bridged (Kieser & Leiner, 2009).

Twenty-seven papers were rejected after the first round
of reviews leaving nine papers in the review process. The
authors of these papers were invited to a special author
workshop that was held in Helsinki before ECIS 2011. The
workshop provided an opportunity for authors to meet
with the editors of the special issue and took the form of
an interactive workshop.

Each author gave a brief presentation of their paper
covering what the paper is about (topic and research
methods used rather than detailed results) as well as the key
concerns raised by the reviewers and how the authors
were planning to address them as well as any concerns
that they would appreciate feedback on. Each presentation

Table 1 International advisory team (affiliations correct

at time of special issue call)

James Backhouse, London School of Economics and Political Science,
United Kingdom

Richard Baskerville, Georgia State University, United States of America
Mia Harbitz, InterAmerican Development Bank, United States of
America

Brian E. Mennecke, lowa State University, United States of America
Benoit Otjacques, Lippman Research Centre, Luxembourg

Boriana Rukanova, Free University of Amsterdam, The Netherlands
Suprateek Sarker, Copenhagen Business School, Denmark

Ulrike Schultze, Southern Methodist University, United States of
America

Philip Seltsikas, University of Sydney, Australia

Matt Smith, International Development Research Centre, Canada
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was followed by a discussion and feedback session includ-
ing comments from editors of the special issue as well as
from the other authors. In addition, the then EJIS editor-
in-chief Richard Baskerville spoke about what makes a
successful EJIS paper.

Six papers were presented at the workshop and the
authors of the remaining papers were offered the same
opportunity to discuss their proposed revisions with the
special issue editors via email.

Following the workshop, the revised papers were
reviewed again and, finally, the four papers that completed
the review process received final guidance from the
EJIS editor-in-chief Frantz Rowe before being formally
accepted. A number of other papers that didn’t make it
through the EJIS review process have, nevertheless, been
published elsewhere.

Papers in the special issue

The papers selected to appear in the special issue reflect the
breadth of information systems research in identity and
identification. There is a paper about consumer attitudes
to identification technologies and one about identity in
online communities, a paper about the role of technology
for organisational identity and one about technology
assimilation and personal identity. The papers also present
a diverse range of research methods including choice
experiments, case studies, interviews and photo diaries.
Finally, the studies are situated in a range of different
locations, including samples of German internet users,
Second Life entrepreneurs, employees of a French mobile
phone and internet service provider and American inte-
grated criminal justice information systems. In addition,
this section uses these papers to illustrate further oppor-
tunities for research into the interplay between identity
and identification.

The paper by Rofnagel et al focuses on identification.
In an era when service providers like Facebook and
Google are used to logon and access social networking
and e-commerce sites, the paper seeks to understand user
demand for key features of identification services that are
not necessarily provided by these ‘free’ services, for exam-
ple enhanced privacy and security capabilities. The paper
presents a choice-based conjoint analysis of willingness-to-
pay for features of identification credentials. The paper
explores how willingness-to-pay varies according to the
level of privacy and security offered and the application
area. The authors studied the willingness-to-pay of Ger-
man internet users; German attitudes to privacy and
security are inextricably linked to their shared history.
This potentially makes Germans more sensitive to the
choices in the experiment than other groups. Their
research found that options where privacy and security
concerns were handled by trusted intermediaries were
preferred to those where the users themselves control the
use of their data. Similarly, sophisticated security and
privacy features appear to be valued more by their devel-
opers than their potential users.

Willingness-to-pay is relatively under-utilised as a
research technique in information systems yet offers the
potential for important insights about factors that will
affect the adoption and use of new technologies. One
interesting way of developing this research stream would
be to extend the implicit assumptions about the nature of
the German sample to incorporate more explicitly con-
structs relating to personal or organisational identity as
a way of refining our understanding of willingness-to-
pay for particular (identification) technologies.

The study by Leclercqg-Vandelannoitte stays in Europe
but her study takes a longitudinal perspective to explore
the technology assimilation process in a French telecom-
munications company, whose technicians were equipped
with a global positioning system (GPS) device in their cars
and a smartphone with scheduling software to plan their
assignments, based in part on their current location. She
adopts a Foucauldian perspective on organisational dis-
courses to understand the technology assimilation process
and identifies three key discourse processes. The first
relates to the discourses that are imposed to facilitate the
construction of the workers’ ascribed identities, the second
describes the ongoing discourses that influence the work-
ers’ self-perceptions and the third is the process of tech-
nology assimilation that results from organisational
politics. For example, while the use of the GPS system was
promoted in terms of ‘role enhancement’ and ‘empower-
ment’ for the technicians, many saw them as a subtle
mechanism of surveillance and practice standardisation.
Over the period of assimilation of the GPS technology, the
paper finds that attitudes and identities shifted, confirm-
ing the fluidity of identity and its evolution over time. For
example, some ended up accepting the use of GPS as a way
of enhancing their identity as professional technicians
while others saw their resistance to the way the GPS was
implemented as reaffirming their identity as rebels.

The integration of classification systems by means of
discursive practices can have a profound effect on people’s
identities. Such practices name people, assign them to
social categories and regulate their subjectivities. As
Leclercg-Vandelannoitte’s paper discusses, these practices
aim to form people’s identities by assigning them to pre-
defined social slots. Once discursively placed within clearly
delineated categories, people are expected to conform to
the expectations that characterise the social slot that they
occupy. Many of the criticisms of identification schemes
implicitly address these discursive practices, for example,
through descriptions like ‘citizen’, ‘immigrant’ and
‘asylum seeker’. Additional concerns emerge from the
discursive practices applied to individuals who don't fit
mainstream classifications. These include transgendered
individuals who are neither ‘male’ nor ‘female’ and those
with ‘chaotic’ lifestyles such as the homeless with no fixed
abode.

Tyworth’s paper shifts the focus from individual identity
to organisational identity. He studied two integrated
justice information systems that serve law enforcement
activities in two locations in the United States, the San
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Diego Metro Area California and the Commonwealth of
Pennsylvania. The paper draws on a theory of organisa-
tional identity that differentiates between ideational
(internal perception of what the organisation is), defini-
tional (specific features that make the organisation
unique) and phenomenological (the identity as instan-
tiated through its discourses and practices) aspects of
organisational identity. The claim being examined is that
differing organisational identities will serve as referents for
the development of different kinds of systems even
though they are serving similar kinds of customers. One
of the organisations sees itself as being a centre for regional
collaboration and hence does not impose its will on the
other organisations it interacts with, the second case study
site sees itself as an information broker and facilitator of
access to justice related information. Thus although the
two organisations appear to be fulfilling the same func-
tion, their differing identities result in different design
and governance processes and hence resulting systems.
For example, the ‘centre for regional collaboration’ con-
solidated the systems from within its network and was
able to offer ‘global query’ of all data held in its repositories
through a single front end whereas one of the conse-
quences of ‘information broker’ was that its system design
meant that it was unable to offer this kind of functionality.
Identification mechanisms are needed to control who
has access to the sensitive data about gangs, criminal
convictions etc. held on the justice systems studied by
Tyworth. Assessing the weakness of such identification
systems is a key task of any risk assessment for a critical
piece of technology infrastructure. However, as Tyworth’s
study demonstrates, the particular form that the justice
system takes is not based on technological considerations
alone but is also shaped by the organisational identity
of its host. Information systems researchers therefore need to
adapt existing security assessment methods to include con-
sideration of organisational identity including the implica-
tions of this concept for proposed risk mitigation strategies.
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The final paper, by Schultze, shifts to cyberspace, in
particular Second Life. The paper studies a number of
Second Life entrepreneurs to understand how embodied
identity is performed in virtual worlds. The study explicitly
differentiates between disembodied, representational and
performative perspectives on identity performance in vir-
tual worlds. Drawing on data collected from nine Second
Life entrepreneurs who ran in-world business, Schultze
explores the game-like nature of much Second Life inter-
action and the strategies entrepreneurs used to enact their
identity. In particular she focuses on the entrepreneurs’
performance of personhood and individuality in order to
establish themselves as authentic people and reliable busi-
ness partners.

While information systems researchers have explored
many of the assumptions about identification and trust
that shape transactions, for example with real-world entre-
preneurs or e-commerce websites, this study demonstrates
how Second Life entrepreneurs use a variety of identity
and identification mechanisms to replicate these pro-
cesses online. Better understanding of their effectiveness
online can also enhance our understanding of their offline
equivalents. As this review and the selected papers
have demonstrated, information systems researchers have
much to contribute to the study of identity and identifica-
tion. In addition, by considering the close interplay
between the two concepts, further innovative research
challenges emerge that draw on key elements of both
areas.
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